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IP Firewall

@ YcnewHo caaiite 6ecnnatHblii cepTUdUKaLMOHHbIN 9K3ameH B Akagemun "MHGUHET" 1 monyuuTe cTaTyc cepTMGpULMPOBAHHOIO UHXeHepa MHUHET.

MpoWTh cepTUPUKALIMOHHDBIV 3K3amMeH

IP Firewall — mexaHu3m ¢uabTpaLMmM NPOXoAALLMX Yepes y3es IP-ceTr NakeToB B COOTBETCTBUM C PA3/IMUHBIMU KPUTEPUAMU. AGMUHUCTPATOP CETU MOXKET
onpesesnTb Habop BXOAHbIX M BbIXOAHbIX GUALTPOB. BXxogHble GULTPbI ONPesenstoT, KakMe NakeTbl MOryT 6bITb MPUHATbLI Y3/10M, BbIXOAHbIE — KaK1e nakeTbl
MOryT BbITb MEpecnaHbl y3/10M B pe3ysibTaTe MapLIpyTM3aumu. Kaxabiit GUabTp onucbiBaeT KAacc NakeTos U onpeaenseT, Kak 3TW nakeTbl 4OMKHbI 6bITb
06paboTaHbl (OTKAOHUTL U 3aPErUCTPUPOBATL, MPUHATL, MPUHATL U 3aPErUCTPUPOBATH).

MakeTbl MOryT 6bITb OTGUALTPOBAHbBI Ha OCHOBE CAEAYIOLMX KpUTEPHEB:

MpoTokon (IP, TCP, UDP, ICMP, ARP)

AZpec UCTOYHMKA U/ agpec Ha3HadveHus (M Homepa noptos ans TCP u UDP)

BxopgHol ceTeBoi uHTepdeiic

fiBnsetcsa v naket 3anpocom TCP/IP-coeanHeHus (nakeT noitaetca 3anyctutb TCP/IP-ceccuio)
fiBnAeTCA M NaKeT 3aro/I0BKOM, NPOMENKYTOUYHBIM UM KOHEYHbIM IP-dparmeHTOM

MmeeT nn naket onpeaeneHHole IP-onummn

MAC-agpec cTaHUMKU-NoNyYaTeNA AN CTaHLMU-OTNPaBUTENA
CyuwiecTsyert 2 knacca (Habopa) punbTPoB — 3anpeLuatolme (0T6pachIBaOT) U paspeLuaroLime (MPUHUMALOT).

Kpome Toro, puabTp MOXKET NPUMEHATHCA KO BCEM BXOAALLMM NaKeTamM WM TOIbKO K NaKeTam, NPMXOAALLMM C ONpeseneHHoro uHtepdeica. Kaxapii
NPUHYMAEMbIi NaKeT NPoBepAETCA Bcemu GUAbTPaMK B MOPALKE, ONpeae/ieMOM NoCNeA0BaTe/IbHOCTbIO UX YCTAHOBKMU.

MepBblit pUALTP, KOTOPOMY COOTBETCTBYET MPUHUMAEMBIV NAKeT, OnpeaenaeT, Kak 3ToT nakeT obpabaTbiBaeTca. Ecam GuabTp npuHUMatoWni, nakeT
NpUHMMAaEeTCA, ec/in 3anpeLuatoLmnii — otbpacbiBaeTcA. ECM NakeT He COOTBETCTBYET HU OAHOMY GUABTPY UK ecn GUALTPBI HE 3afaHbl, NaKeT NPUHUMAETCA.

@ MPEAOCTEPEXEHUE

MakeTbl oT6pacbiBatoTcA 63 yBeJOMAEHUA OTNPaBUTENs.

MpaBuna ¢pMAbTPaLMM NAKETOB

Kakapli NakeT, NpUXoAALLMIA Ha MapLIpyTU3aTop, MPOXOAMT Yepe3 Habop BXOAHbIX (610Kupytowmx) dunbTpos. MakeTbl, NPUHUMaemMble HABOPOM BXOAHbIX
dunbTpoB, obpabatbiBatoTcs IP-ypoBHEM aapa maplipyTmsaTopa. Ecav IP-ypoBeHb onpeaenser, Yto nakeT He OTHOCUTCA K AaHHOMY y3/y U LOMIKEH NPONTU
Aanblue, NakeT OTNPaBAAETCA HA BbIXOAHbIE (MapLLpyTU3MpytoLwme) GunbTpbl.

MHbopmaLus o naketax, 0T6pacbiBaeMbix 106bIM GUALTPOM, OTOBpaKaeTca Ha TepMUHae OnepaTopa, a CaMu NakeTbl oT6pacbiBatoTcs 6e3 yBejoMAEHUS
oTnpasuTens.

MakeTbl, NpoxoAsiume Yepes Habop GpUAbTPOB, NPOBEPAIOTCA KaXKAbIM GUABTPOM OT NEPBOro A0 NOCNEAHETrO, UK A0 TEX NOp, MOKa He A0MAYT A0 NepBoro
noaxogauwero GuabTPa. ATOPUTM CeayIoLLMiA:

1. Ecav ouabTpbl He 3afaHbl, NakeT NpUHUMaeTcs

2. Ecnv dunbTpbl 3a4aHbl, Nepsbli NOAXOAAWMIA GUALTP pelmnT cyabby nakerta. Ecav ¢unbTp paspeluatowwyii, NakeT NPUHUMAETCA, eC/IW 3anpeLatowmii —
nakeT oTbpacbiBaeTcs.

3. ECAM HU OAMH U3 GUNLTPOB HE NOAXOAMUT NaKeTy, NaKeT NPUHUMAETCA.

MapameTpbl IP Firewall

B pasgene "IP Firewall" npeacraBneHa nHpopmaumsa o paHee cosgaHHbix npasunax IP Firewall  npegycmoTpeHa BO3MOMXKHOCTb UX PeAaKTUPOBaHUA.
YT06bl CO34aTb HOBOE NPABWAO, HAXKMUTE KHOMKY "[o6aBuTb NpaBuno".

YT0b6bl yAANNTbL NPABUO, HAXKMUTE KHOMKY "YaanuTe npas.”

MNapameTp npasuna Onucanvne
IP firewall
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[Aeiictaune
®  YCcTaHOBUTb AeNCTBUE ANSA NPABMAA: PAa3PeLLNTL/0TKa3aTb/NPONyCTUTD:
® "pazpewnts"— naket obpabaTbiBaeTca cuctemon (MrHopupya apyrue npasuna "IP firewall")
® "Orkazarp"— naket oTbpacbiBaeTcs
® "[IponycTuTs" — NakeT NPONYCKAETCA K CedytoLemy Npasuy B CrucKe.
Kanan
® AKTUMBEH TOJIbKO ecnn, BbibpaHo gelicTene "PaspelwmnTs"
®  HasHauWTb IOrMYECKMit KaHan, ecin oH Bbin co3gaH B pasgene "KoHTposb Tpaduka"
® Ec/M He yKasaTb HOMEp KaHasia Uun yKasaTb HOMEp I0TMYECKOro KaHana, He 3aAaHHoro B pasgene "KoHTponb Tpaduka", ato
HUKaK He 0TpasmUTCcA Ha KOHUrypaLmuu JaHHOro Npasuia
® O TOM, KaK CO34aTb IOTMYECKUIA KaHan, CM. pasgen "KoHTposb Tpaduka"
Mpuoputer
®  HasHauWTb NPUOPHUTET A/ NAKETOB, MPOXOAALLMX YEPEe3 faHHOE NPaBMIO GpUNbTPa:
® "Up to" - nosbilaeT NPMOPUTET NaKeTa A0 YKa3aHHOW BEJIMUMHbI, €CW OH MMen 6o/1ee HU3KMIt npuopuTeT
® "Set"— Ha3Ha4yaeT NakeTy HOBbIM NPUOPUTET HE3ABMCMMO OT TOTO, KaKOM NMPUOPUTET OH UMEN A0 3TOro
Log
®  BKAOUYNTL/OTKNOUMUTD 3aMNUCh AENCTBUN GUALTPA B CUCTEMHBIN KypHas
HanpasneHune
®  YCTaHOBUTbL HanpasneHue AeiCcTBUA Npasuaa GuabTpaLmu:
®  “Bxog” — npaswio ucnonbayetcs ans 06paboTkM BXxoasAwero Tpadmka
®  “Bbixog” — npaBuao UCnonbayetca Ans 06paboTku ncxoasiuero Tpaduka u Ana GUAbTPaLMM NaKeToB nocie
MapLLpyTHU3aLmm
WHrepdeiic
®  YcTaHOBUTb UHTEPDEIC A1 NPUMEHEHWA NpaBKAa
® Bce fOCTyMHble MHTepdEiChI (GU3nueckne n Normdeckne) oTobpaxkatoTca B PaCcKPbIBAOLWEMCA CIUCKE
® Ecau BbibpaHa onuma "Bce", NpaBuao NPUMEHSAETCA KO BCEM LOCTYMHbIM UHTepdelicam
pynna
®  YCTaHOBUTb HOMEP rPYMMbl KOMMYTaLMK ANA NPUMEHEHUA NPaBUAA
® [pynna KOMMyTaLWK JOMNKHA BbITb NPeABAPUTENLHO CO3AaHA
MNpasuno

® Vykasatb PCAP-¢unbTp anis IP firewall
® CuHTakcuc PCAP-BbipaskeHuit cm. MoapobHoe onucaHme cuHTakeuca npasua GuibTpaumm
Y106bI NPOBEPUTL CUHTAKCUC BbipaxkeHus B nosie "Mpasuno”, HaxkmuTe KHonKy "MpoBepKa”

Tabnuua - IP Firewall
MNpaswna 06pabaTbiBaOTCA NO OAHOMY B TOM NOCNEA0BATENLHOCTMU, B KOTOPOM OHM PAcNONOMKEHbI B CIMUCKe (CBEPXY BHM3).

YT06bl U3MEHWTL NMOPAZOK NPABUA B CIUCKE, UCMO/b3YITE CTPENKM "BBEpX/BHU3" B NPaBoit YacTu 061acTi HaCTPOMKKM NpasuA.
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