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YnpasneHue cobbiTnamm

@ YcnewHo cpaite 6ecnnatHbli cepTUOUKALMOHHDBIV 3K3aMeH B AKagemun "MHOUHET" 1 nonyumuTe cTatyc cepTuduULMpPOBAHHOTO UHKeHepa MHbUHeET.

MpoiTn cepTUdMKALMOHHbIN 3K3ameH

® CospgaHwe rpynmbi npasu
® (Cetesble y3/bl
® pasuna
® VBegomneHus

® CospgaHue npasun

® Cpok xpaHeHus cobbiTui

Bce cobbiTusa B INfIMONITOR ¢popmmpytoTca B COOTBETCTBMM C NPaBUAaMK, B KOTOPbIX ONUCaHbl YCA0BMSA, NPU KOTOPbIX OHU AO/KHbI NOABUTLCA B CMMUCKE COBbITUIA.

Ha n3obpakeHnmn npeacTaBieHa opraHnsauma nogcuctemosl dopmmuposaHusa cobbituin InfiMONITOR:

rpynna npasuri -~

CeTesbie yan. Mpasuna YeepomneHus

L - - . YuyeTHan 3anuck
CeTeBo# y3en Wma npasuna e

- Ter - MpuoputeT - I'pynna nonb3os
arenen

TpHOPHTET AnA
yBEeaoMNeHNsA

CoobujeHne

- LLIabnoH ysegomMneHns

- Ycnosue

PUCYHOK - MpYHLMN OpraHu3aummu noacuctembl OpMupoBaHmus cobbITuit
Kaxaas rpynna npasun Br/oyaeT B cebs:

CereBble y3/1bl - NepeyeHb CeTeBbIX Y3/10B, B OTHOLIEHUM KOTOPbIX HeobxoaAMmo GopmnpoBaTb CObbITUA

MpaBuna - nepeyeHb NPaBuUA, COrNACHO KOTOPbIM ByAyT GOPMUPOBATLCA COBLITUA B OTHOLLEHWUM CETEBbIX Y3/10B, BXOAALLMX B rpynny Npasua
YBegomneHnus - npasuna onepatopos InfIMONITOR oTnpaBku yBefoMaeHMit 0 cobbITUAX, KOTOpble GOPMUPYHOTCA B COOTBETCTBUM C NPaBUNaMU B
OTHOLLEHWU CETEBbIX Y3/10B, BXOAALLMX B rpynny NpaBuI.

Co3pgaHue rpynnbl NpaBm

YnpasneHve npasunamm GopmmnpoBaHuna cobbITUi ocyLecTBaseTca B pasgene "Settings" -> "Event rules" -> "Groups of rules". Jna cosaaHua HOBOM rpynnbl
HaxXmuTe KHOMKy "Create Group", Ha akpaHe noasuTca Gopma, KOTopas BKAKOYAT B ceba Tpu pasaena, No yMONYaHUIO OTKpbIT pasgen "Hosts"

CeTteBble y3/bl

B pasaene "Hosts" ocyuiectsiseTtca Bbl6Op ceTeBbIX Y3/108, B OTHOLIEHMM KOTOPbIX A0MKHbI GOPMMUPOBaTLCA CObLITUA. ITOT pasaen BKAYaeT B ceba cnegyowme
napameTpbl:

® "Group name" - NpPOM3BONbHOE MMA rPYNMbl NPaBUA
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® "Assigned hosts" - cnMcok BbIBpaHHbIX CETEBbIX Y3/108, KOTopble 6yayT Ao6aBneHbl B CO34aBaemyto rpynny npaswi. s UCKAKOYEHUs y30a U3 rpynnbl ero
HeobxoaMMo BbI6PaTb M HaxaTb KHOMNKY "Remove selected" nav nepeTtawmTb ¢ NoMoLLblo Kypcopa mMbllwm U3 cnucka "Assigned hosts" 8 cnucok "Available
hosts"

® "Available hosts" - cnucok Bcex goctynHbix B InfiMONITOR ceTeBbix y3108. s fo6asneHWs y3na B rpynny npasua ero Heobxo4Mmo BbibpaTh U HaxaTb
kHonky "Assign selected" nnm nepetawmts ¢ nomolbio Kypcopa mbllum U3 cnncka "Available hosts" 8 cnucok "Assigned hosts".

BHMMAHWE

CeTeBble y3/bl MOryT 6bITb 406aBAEHbI KaK MO OAHOMY, TaK M rpynnoi ¢ nomoLupio Tera. Ecam xota 66l Ha oguH y3en B pasaene "Network Monitoring" -
> "Hosts" 6bln Ha3HayeH XoTA 6bl 0AMH Ter, TO OH ByaeT AocTyneH B cnucke "Available hosts". B cnyyae, ecnm Bbl )enaete 406aBUTb rpynny CETEBbIX
Y3/10B 33 UCKNOYEHMEM HEKOTOPbIX U3 HUX, TO TaKMe y3/1bl MOTYT BbITb MOMELLEeHbI B CMUCOK UCKAOYEHUIA. [IN1A 3TOro COOTBETCTBYIOLLME Y3/1bl
HeobXoAMMO HalTh 1 BbigenuTb B cniucke "Available hosts", a 3atem HaxkaTb KHonKy "Exclude selected". Takum o6pasom, cobbiTva byayT
bopmMUpOBaTLCA B OTHOLLEHUW BCEX CETEBLIX Y3/108 C BbIGPAHHbIM TEFOM, HO He ByayT AnA Tex, YTo 6biAn A06aBNEHbI B UCKIOYEHUS.

Create new group of rules e
Hosts Rules Metific ations
Group [ Apply to all hosts
name
— Assigned hosts — Available hosts
Search... Search...
Host name Host name * -

{t«}) TestDevice-S30002

—
f=

TestDevice-S30001

|

(=) TestDevice-S30008 TestDevice-S30004

—_ | =
L= ]

TestDevice-330007

L=
L=

TestDevice-930005

—
L=

TestDevice-330010
TestDevice-930011

—_ | =
L=

TestDevice-930012

Remove selected| |Remove all Aszsign selected| |Exclude selected

— Excluded hosts

Search...

Heost name

Select hosts and click "Exclude selected™ or drag & drop them here to exclude.

Remove selected| |Remove all

@ Create @ Cancel
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P1CYHOK - [lo6aB/neHne YCTPOKCTB B rpynny npasua

MNpasunna

Nocne BbIGOpa CeTeBbIX Y3108 HEOBXOAUMO BbIBPATbL MPaBKIA, B KOTOPbIX YKa3aHbl YCI0BKSA, N0 KOTOPbIM AO/KHbI GOPMUMPOBaTLCA CObbLITUA. ITU Npasuna byayT

NPUMEHATLCA TONLKO K TEM y3/1aM, KoTopble 6bian fo6asneHbl 8 rpynny npasua. Mepeiaute B pasgen "Rules”, KoTopbiii BKAOYaET B cebn cnedytolme napameTpbi:

"Assigned rules"- cnucok BbIBpaHHbIX MPaBu, KoTopble byayT fo6aBaeHbl B CO34aBaeMyto rpynny npasua. N UCKAYEHUA NpaBuaa U3 rpynnbl ero
HeobxoanMo BbI6pPaTh 1 HaxKaTb KHOMKy "Remove selected" van nepetalwymTs ¢ NOMOLLbIO Kypcopa MbilM U3 cincKa "Assigned rules" 8 cnucok "Available
rules”

"Available rules" - cnucok Bcex goctynHbix B INfIMONITOR npasun. Jna go6asneHus npasuaa B rpynny npasua ero HE0H6Xo4MMO BbIBPaTb M HaXKaTb
KHoMKy "Assign selected" nnu nepeTawmTb C NOMOLLBIO Kypcopa Mbllin U3 cniucka "Available rules" s cnucok "Assigned rules”.

Create new group of rules *
Hosts Rules Metific ations
— Assigned rules — Awvailable rules
Search... Search...
Rule name Rule name

D Retries appeared
[] CPU load critical level

D MAC address ¢hanged

Remove selected| |Remove all Assign selected

Interface down

Link down

Firmware upgrade

|IF address ¢hanged

System temperature ¢ ritical level

Errors appeared

()| ()| 0 | (0 | G50 | G )

Hest down

PUCYHOK -

@ Create| @ Cancel

[Jo6asneHue Npasun B rpynny npasun

YBegomneHus

Mocne BbIGOPaA CETEBbIX Y3/10B M NPaBUI HEOBXOAMMO onpeaenuTb, kakue onepatopbl INfIMONITOR £0/1KHbI NOAYYaTh yBEAOMAEHWSA O GOPMUPOBAHUM COBLITUIA

Ha email.

MNepenaute B pasaen "Notifications", KoTopblit BKAtoYaeT B ceba cneaytowime napameTpbl:

"Assigned users"- cnucok BbIBPaHHbIX YYETHbIX 3aNKUCcei Nob3oBaTeNei U rpynmn, KoTopbiM ByAyT OTNPABAATL yBeAOMAeHUA. [INA UCKNOYeHUA
nonb30BaTeNA U3 rpynnbl ero HeobxoaMMo BbIbpaTb U HaxKaTb KHOMKY "Remove selected" nav nepeTtawuTs € NOMOLLLIO Kypcopa MbllWwK U3 cnucka "Assign
ed users" B cnucok "Available users”

"Available users" - cnucok Bcex goctynHbix 8 INfiMONITOR y4eTHbix 3anuceit nonb3oBaTeneit v rpynn. Ana fob6asneHus nonb3osaTens B rpynny npasun
ero HeobxoAMMo BbI6PaTb M HaxaTb KHOMKY "Assign selected" nnu nepetawmTs c NOMoLLbIO Kypcopa Mbilun U3 cnucka "Available users" 8 cnucok "Assign
ed users"

"Send notifications" - akTUBaLWA/AeaKTUBALMA OTNPABKU YBEAOM/EHMI BbIGPAaHHbIM NOAb30BATENAM
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® "Severity" - MMHUMa bHbIA NPUOPUTET COBLITHSA, MPY KOTOPOM A0/IKHO OTNPABAATLCA yBeAOMAeHMe. Takum 06pasom, ecav yctaHosneH npuoputet " War
ning", To nonb3oBatenu GyayT NnoayyaTtb yBeAoMAEHUA 0 cObbITMAX ¢ npuopuTetom "Warning" v " Critical". Echv y cobbitus 6yaet npuoputert "Info”, To

YBEA0M/IEHWE OTMPAaB/EHO He Byaer

® "Subject" - Tema NMCbMa C yBeAOMIEHMEM. B TeKCTe MOTyT 6bITb MCMO/b30BaHblI NepeMeHHbIe, BMECTO KOTOpbIX 6yAyT NOACTaBAATLCA AeNCTBUTEbHbIE
3HAYEHMA COOTBETCTBYHIOLMX NapameTpoBs cobbiTus. MoHbIA NepeyeHb BO3MOXKHbIX MEPEMEHHbIX MOMKHO MOYYMTb, HAXKaB Ha 3HaK Bonpoca,

PacnonoKeHHbIN PAJOM C NOAEM

® "Body" - TeKCT yBeAOM/IEHWA. B TeKCTe MOTYT BbITb MCNO/Ib30BaHbI NEPEMEHHbIE, BMECTO KOTOPbIX BYAyT NOACTaBAATLCA AeMCTBUTENbHbIE 3HAYEHMA
COOTBETCTBYIOLMX NapaMeTpoB cobbITuA. Mo/HbIA NepedeHb BO3MOMXKHbIX MEPEMEHHbIX MOMKHO MOYYMUTb, HAXKaB Ha 3HaK BONPOCa, PacroNoKeHHbIN

pPALOM C nonem.

Create new group of rules

Hosts Rules Motifications

— Assigned users

Search...

MName

Drag and drop users here to assign

Remove selected| | Remove all

— Available users
Search...

Mame
g Maon_eng
I.g., Administrator
g Maonitering (Group )

Aszign selected

[ Motifications enabled

— Template for e-mail notification

Body : Hello {Usermame}.

Message - {Message]

Where - {Object}
Status - {Status]

Severity - {Severily}
Affected rule - {Rule}

Your InfiMOMNITOR.

This iz notification that the event has occcurred:

Severity : | Warning » | Lowest seventy fo notify

Subject : INfIMCHNITOR: {Status} {Severity} event, {Rule} - {Object}

PUCYHOK - YnipaB/ieHUe yBe4OMEHUAMM B rpynne npasu

HasxmuTe KHoMKy "Create" ans 3aBepLueHMA NpoLecca Co34aHusA rpynnbl Npasua.

i Create| @ Cancel
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Co3gaHue npasun

MpaBMO - KNKOYEBOM KOMMOHEHT NoAcucTeMbl GOPMUPOBAHMA COBLITUI, OHM CNYXKAT OCHOBAHWEM A1 NPUHATUA PELLEHUSA O TOM, AO/KHO v BbITh
chopmmpoBaHo cobbiTve UK HET. YNpaBaeHWe NpaBuaamMm ocyLLecTBaseTcs B pasaene "Settings" -> "Event rules" -> "Rules".

Settings / Event rules

Groups of rules Rules

Search__.

Rule name

Link down

Retries appears

System temperature critical level
IP address changed

Errors appears

CPU load critical level

Interface down

Firmware upgrade

MAC address changed

Host down

PUCYHOK - NepeyeHb npaBun GopmnposaHusa cobbITHiA

Description

This rule will fire events when link changes status to Down. When link chang
This rule will fire events when there is noticeable retries level on link. When
This rule will fire events when device board temperature exceeds critical lew
This rule notifies about IP address changes.

This rule will fire events when errors are observed on link. When there are n
This rule will fire events when device CPU load exceeds critical level. When
This rule will fire events when interface operational status is not Up. When ir
This rule notifies about firmware upgrades.

This rule notifies about MAC address changes.

This rule will fire events when device changes status to Unreachable or Unk

[lnA co3faHWa HOBOTO Npasuia HaxkmuTe KHonKy "Create rule”, Ha akpaHe nossuTca Gpopma, cogepskaluas Asa pasgena:

"Settings" - 0bwme napameTpbl Npasuna
"Condition" - ycnosue ¢opmmnpoBaHua cobbITUA.

Mo ymonyaHuio oTKpbIT pasgen "Settings", coaepralumnin cnegytowme nons:

"Rule name" - nponsBonbHOE UMA NpaBuna
"Severity" - NpUOPUTET, KOTOPbIN ByAeT HazHayeH cobbiTUIo, CGOPMUPOBAHHOMY COTTACHO STOMY NpaBuay

"Message" - coobLieHune, koTopoe byaeT yKazaHo B cO6bITUKN, cHOPMUPOBAHHOM COFIACHO 3TOMY NPaBWAYy. B TeKcTe MOryT 6bITb UCMONb30BaHbI
nepemeHHble, BMECTO KOTOPbIX byAyT NOACTaBAATLCA AeACTBUTENbHbIE 3HAYEHUA COOTBETCTBYIOLLMX NAapameTpoB CobbITUA. MoNHbIN nepeyeHb
BO3MOMHbIX NePEMEHHbIX MOXHO MOY4YUTb, HaXKaB Ha 3HaK BONPOCA, PACMOIONKEHHbIN PALOM C NMOJEM

"Description" - npou3BoNbHOE ONMCaHWe Npasuna
"May be resolved automatically" - dnar, ykasbiBatoLmit Ha TO, MOXKET N1 6bITb COBLITUIO, CHOPMUPOBAHHOMY NPABUAOM, aBTOMATUUECKM U3IMEHEH CTaTyC
Ha "Resolved" B cny4yae, Korga npuymHbl ero GopmmnpoBaHua 6bian ycTpaHeHbl. Takoi daar UMeeT CMbICA YCTaHaB/IMBATb Y 06paTUMbIX COBbLITUIA,
Hanpumep, NoTeps CBA3M C ceTeBbIM y3/10M. Koraa cBA3b BOCCTAHOBUTCA, TO, ecau daar yCTaHOBNEH, cObbITUIO ByAeT aBTOMAaTUYECKM YCTaHOBEH cTaTyC "
Resolved". OaHaKo B TOM c/yyae, KOraa peyb MAET 0 HeobpaTUMbIX NOCNEACTBUAX, TO AaHHbIN dnar He UMeeT cMmbicna. Hanpumep, ecnun peyb et o

cob6bITUM 06 M3MEHEHUM BEPCUM MPOrPAMMHOTro obecreyeHns y3aa, KOTopoe HOCUT cyry6o yBeAOMUTENbHbIN XapaKTep.
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Edit rule: Link down X

Settings Condition

Rule name : Link down|

Severity - Critical v
Message : Link {Link name} status has been changed to {Link status} J,
ISR This rule will fire events when link changes status to Down. When link changes status back to Up, the

rule will resolve the events automatically

May be resolved automatically

&) Apply| @ Cancel
PUcyHOK - OCHOBHble NapaMeTpbl NpaBuna GopMUpoBaHUA cobbiTuit

B pasgene "Condition" yka3biBaeTcs ycnosume, Npu BbINONHEHUM KOTOporo 6yaet cdopmmpoBaHo cobbiTue. YCI0BME COCTOUT U3 TPEX KOMMNOHEHTOB:

® "Jloruyeckmii onepatop" - onepatopsbl "and", "or' n "not" ykasbiBaloT Ha TUN CPaBHEHMWA NapaMeTPOB, YKa3aHHbIX B YCI0BMU. JTOrMYecKMe onepaTops!

MOTyT 6bITb BNOXKEHHbIMU APYT B Apyra:

® "And" - 03Ha4aer, 4To ycnosue 6yAEeT BbINOJHEHO, EC/IM Pe3y/IbTaTOM OrepaLuii CpaBHeHUA BCeX NapameTpos byaeT UCTUHA
® "Or" - 03Hayaer, 4To ycnoBue ByAeT BbINONHEHO, ECW Pe3yNbTaToOM onepauuil cCpaBHeHUs ogHOro Ntob6oro napameTpa byaeT UcTMHA
.

"Not" - 03Hauaer, 4To ycnoBue ByAeT BbINOSHEHO, ECM PE3YNbTAaTOM ONEepaLuii CpaBHEHMA BCEX MapaMeTpoB ByAeT N0Xb
"MapameTp" - napameTp ceTeBOro y3na uav 6ecnpoBogHOrO KaHana CBA3M, K 3HAYEHUAM KOTOPbIX MPUMEHSETCA ONepaTop CpaBHeHUs
o n won

"OnepaTop cpaBHeHua" - onepaTtopbl "empty", "not empty", "equals", "not equal', "changed", "not changed", "greater than", "greater than or equal to", "
less than", "less than or equal to" yka3biBaloT Ha TUN CPaBHEHMUA 3HAYEHWI NapameTpoB:

® "empty" - pesynbTaTOM BbINOAHEHWA OnepaTopa byAeT UCTUHA, eCM 3HaYEHWe NapameTpa ByAEeT NYCTbIM, UHAYE - TI0XKb

® "not empty" - pesynbTaTOM BbINOSHEHWA ONepaTopa 6yAeT UCTUHA, eCM 3HaUYeHWe NapameTpa ByAeT He NYCTbIM, MHAYe - 10XKb

® 'equals" - pe3ynbTaTOM BbINOAHEHMA onepaTopa byeT UCTUHA, eC/IU 3HaYeHWe napameTpa ByAeT PaBHbIM yYKa3aHHOMY 3HaYeHUIO, MHaue -
NOXb

.

"not equal" - pe3ynbTaToM BbINONHEHUA onepaTopa ByAeT UCTWHA, ecny 3HaYeHMe NapameTpa He byAeT PaBHbIM YKa3aHHOMY 3HaUYeHuHo,
MHaye - N0XKb

"changed" - pe3ynbTaToMm BbINONHEHWA onepaTopa byAeT UCTMHA, €C/IM 3HAYEHWE NAapameTpa U3MEHWUIOCH NO OTHOLLEHUIO K Npeablayuiemy,
MHaYe - N0Xb

"not changed" - pe3ynbTaTOM BbINO/SIHEHWA onepaTopa byAeT UCTUHA, eCIN 3HAYEeHME NapameTPa He U3MEHMIOCh MO OTHOLLEHWUIO K
npeabiayliemy, MHaye - 10Xb

"greater than" - pe3ynbTaTOM BbINOJHEHWA onepaTopa byAeT UCTUHA, eCW 3HAYeHWe napameTpa byaeT 60/bLIe YKa3aHHOTO 3HAYeHUs, MHaYe -
NIOXKb

"greater than or equal to"- pe3ynbTaTom BbINONHEHUA onepaTopa byaeT UCTUHA, ecAn 3HaYeHue napameTpa byaet 6o/bLue UK paBHO
YKa3aHHOMY 3HAYEHWUIO, UHAYE - I0XKb

"less than" - pe3ynbTaToM BbINONHEHWUA onepaTopa byaeT UCTMHA, eC/iM 3HaYeHWe napameTpa 6yaeT MeHbLUe YKa3aHHOTO 3HaYeHUA, Haye -
NOXKb

"less than or equal to" - pe3ynbTaTom BbINOAHEHUA onepaTopa byAeT UCTUHA, eciv 3HaYeHWe NapameTpa byaeT MeHbLULe UK paBHO
YKa3aHHOMY 3HAYEHUIO, UHAYE - IOKb.
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Edit rule: CPU load critical level X

Settings Condition

CPU Load, % |~ |greater than v 80

ﬁg +()

and v

&) Apply| | @ Cancel

PUCYHOK - Yc108uA Npasuna ¢opmMmUpoBaHuA CoBbITHIA

Haskmute kHonKy "Apply" Ans 3aseplueHus npolecca co3aaHus npasuia. Tenepb OHO MOXKeET BbiTb 06aBAEHO B rpynny Npasu.

CpoK xpaHeHua cobbITni
B uenax npefoTBpalLeHus nciepnaHua amckosoro npoctpaHctea InfiMONITOR ocyuiecTsnseT exxeHEBHOE aBTOMaTUYECKOe yaaneHue cobbiTuit co ctatycamm "Re
solved" nnn "Aged", nata BO3HUKHOBEHWSA KOTOPbIX MPEBbILIAET YCTAHOB/IEHHbIW CPOK XpaHeHus. Mo yMon4YaHmMio, CPOK XxpaHeHus cocTasnseT 1 mecay,. B cekuuun

"Events retention" pasaena "Settings" -> "System" agmuHucTpatop InfiMONITOR MOXKeT M3MEHUTb MaKCMMabHbIN CPOK XpaHeHWs cobbITUIA BNAOTbL 40 12
mecAues.

CVENLS retenton

1 month 12 months

Apply

PUCYHOK - CpoK XpaHeHUA cobbiTiA
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