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KomaHaa switch

@ YcnewHo cpaite 6ecnnatHbli cepTUOUKALMOHHDBIV 3K3aMeH B AKagemun "MHOUHET" 1 nonyumuTe cTatyc cepTuduULMpPOBAHHOTO UHKeHepa MHbUHeET.

MpoWTh cepTUPUKALIMOHHDBIV 3K3ameH

CopepaHune

® Onucanune

® [IpaBuia KOMMyTaLMK
® NapameTpbl

® VnpasneHue CnMckamu 3HadeHmit
YnpasieHue rpynnamu KOMMyTaLumm
YnpasneHne nHteppencom
YnpaBaeHua NpaBuaamm KOMMYTaLMK

KomaHab! ynpasneHua
® Mpumepsl

OnucaHue

KomaHgaa "switch" npeaHasHadeHa ans ynpasneHusa kommyTtatopom (MAC Switch).

(D MPEAOCTEPEEHME

HauunHasn c Bepeum "MINT 1.22.0" pexkvm paboTbl KOMMYTaTOPa YaCTUYHO HECOBMECTUM C NpeablAyLWnMn Bepcuamu. Ecam B ceTu ecTb yCTPOICTBa,
paboTatolme B peume KOMMyTaTopa, HeobxoaMmo 06HOBNEHWE MPOrPaMMHOro obecneyeHns Ha Bcex y3nax cet. COBMeCTUMOCTb Ha YPOBHE
npotokonos MINT 1 mapwpyT13aLmmn coxpaHaeTca. TakKe CoXpaHAeTcAa BO3MOXHOCTb o6HoBneHuA MO "Over The Air".

CuHTakcuc:

MAC Swi tch V2. 06
Usage:
LI ST comrands

switch list LISTNAMVE [{iface | nac nunr ange | match}]
{add | del} [VALUE ...]
dunp [ nane] [ W LDCARD]
rename  NEWNAVE
file  FI LENAME
[flush|renove]

GROUP conmands

switch group ID {add | del} |FNAVE: {TAG 0}]
switch group ID {repeater|trunk|unpaired} {on|off}
switch group ID {(up|down)strean} {SCl Dl 0}

switch group ID [x]vlan {TAG LIST| 0} [[no] bidir]
switch group ID nvlan {[on]]|off}

switch group ID info | NFO_STRI NG

switch group ID setid NEWD

switch group ID stp { off | on | dunp }

switch group ID stp [vlan TAG

switch group ID stp priority [PRIQ #(defaul t: 57344, step: 4096)
switch group ID stp forwarddel ay [ DELAY] #(defaul t: 15 sec)

switch group ID stp maxage [Tl ME] #(defaul t: 20 sec)

switch group ID stp port IFNAME priority [PRIQ #(default: 128, step 16)
switch group ID stp port | FNAME cost [ COST] #(defaul t: 200000( RSTP),

65535( STP))
switch group IDignp { off | on }
switch group IDignp static-add MCAST | F_NAMVE [ MAC]
switch group IDignp static-del MCAST | F_NAMVE [ MAC]
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switch group IDignp dunp [detail] [nane]

switch group ID ignp I mgt Val ue

switch group IDignp gm Value

switch group IDignp router-port { off | on }

switch group IDignp flood-reports { off | on }

switch group IDignp zero-query-pernit { off | on }

switch group IDignp srcip IP

switch group IDignp join-limit [IF_NAVE] N [include $ACL] [except $ACL]
switch group IDignp querier [vlian N] {start]|stop|clear}

switch group ID ignp querier [[no]election] [source IP] [ntast X[,VY,...]]
switch group IDignp querier interval Value

switch group I D dhcp-snooping { off | on } #(default: off)
switch group I D dhcp-snooping [no]trust | FNAVE #(defaul t: notrust)
switch group I D dhcp-snooping [no]verify-nmac #(default: verify)
switch group I D dhcp-snoopi ng option-82 [nolinsert #(default: insert)
swi tch group I D dhcp-snoopi ng option-82 format

{ string ASCl|-string | hex HEX-string | mac } #(default: mac)
switch group | D dhcp-snoopi ng option-82 untrusted-policy

{ drop | keep | replace } #(defaul t: drop)

switch group ID flood-unicast { off | on }
switch group IDinband { off | on }
switch group ID order N
switch group I D set NEWNUMBER
switch group ID [setpri|addpri PRIQ [qnth CHAN|
switch group ID {deny | permt}
switch group ID

dunp [interface] [W LDCARD]

[dbdel ete MACADDRESS]

{start [discard]| stop | rembve | stat | showules | showbl ack}
switch group ID {in-trunk} [{ID]0}]

| NTERFACE conmmands

switch interface | FNAME mac-linmt N

RULES commands

switch {group ID| interface | FNAVE} rul e NUMBER
[not]
[src LI ST] [dst LI ST] [vlan LIST]
[iface LIST] [proto LIST] [match LIST]
[ setpri|addpri PRIO] [gnth CHAN]
[ deny | permit ] [ renpve ]

CONTROL conmands

swi tch resynchroni ze

switch trace { off | on | verbose | filter "pcap expr"}
switch stptrace { off | on }

switch stpblock { off | on }

switch stpmint { off | on}

switch {dunp [ W LDCARD] | MACADDRESS}

swi tch ignp[-snooping] dunp [nane] [detail]

switch {start|stop|restart| destroy|dead-interval DEAD_| NTERVAL[ 300] }
switch stat[istics] [(clear|help]ID)]

swi tch maxsources (MAXSOURCES| 0) # default 5000

LLlabnoHbl noncka "WILDCARD" ncnonb3ytoTca B KaUecTBe apryMeHTOB B Pa3/IMUHbIX KOMaHAaxX 418 $OpMUMPOBAHUA NOUCKOBbIX 3aNPOCOB, MO3BONAIOLLMX
onuncbIBaTb onNpeesieHHble rpynnbl CyLWHOCTel. B KayecTse Waba0HOB MOryT 6biTb MCMNOB30BaHbI CeAyloLWME CUMBO/bI:

® *._3e3no4ka 0603HaYAET HaMUME B AAHHOM NO3MLMKM Nt06Oro CMMBOIA UM Habopa cMMBOOB. Habop MOXET BbITb U MyCTbIM;

® ~ . 343K TUAbAbI 0603HaYaeT HaMuMe B AaHHOM NO3MLMM NHHOro OAHOTO CUMBONA.

MpaBuna KoMmyTauumn
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MpaBuna KOMMYTaLMK UCMNOL3YIOTCA A1 ONPeAeIeHNA KOMMYTaLMOHHOM rpynnbl, B KOTOPYIO ByAyT Hanpas/ieHbl NakeTbl, NPUHATbIE, Yepes nHTepdeics! "eth*".
KommyTaums ceTeBoro naketa 6y4eT ocyLecTBAATLCA rPYNMnoi, NpaBuaam KOMMyTaLmMmM KOTOPOM YA0BNETBOPSAET AaHHbIN NakeT. COOTBETCTBYIOWAA rpynna
KOMMYTaLMsA NPUHUMAET peLieHne 0 He0BX0AMMOCTHM NEPECbIKM NaKeTa Yepes yKasaHHbI ceTeBoit nHTepdeiic.

MpaBuna KOMMyTaLMKU NPEACTaBAAIOT coboii nepeyeHb npasua (rules) u pewexune no ymonyanuto (deny/permit). Kaxpoe npasuao coctout us nopaaKkoBoro
HOMepa, ycnoBsus v pelleHus (deny/permit). Mpu NpocMoTpe CnucKa onpeaenseTcs, yA0BAETBOPAET M NAKET YCNOBMIO Kaxaoro npasuna. Ecam yaosnetsopser,
TO B OTHOLUEHWW JAaHHOTO NaKeTa NPUHUMAETCA PeLleHne 3Toro npasmaa. MHaye NpocmoTp cnncka npasun ByaeT npogdonskeH. Mopaaok NPocMOTpa Npasun
NPOU3BOAUTCA B COOTBETCTBUM C UX NOPAAKOBBIMM HOMepPamu, No Bo3pacTaHuio. Ecin nakeT He ya0BaeTBOPAET YCNOBUIO HU OHOTO U3 NPaBuW/, TO NPUHUMAETCA
peleHne no yMoa4YaHUIo AaHHOW rpynnbl uan uHtepdeiica.

Kaxpgoe ycnosue BkntovaeT B cebn O4UH Unn 6onee 3/1€MEHTOB, CONOCTaBNAAEMbIX CO CneAyrWwnmmn napameTpamm nakeTa:

. UHTepdeiic, uepes KOTOPbIN OCYLLECTBAAETCA OTNPABKa NakeTa.
. MAC-agpec UCTOYHMKa nakeTa (src).

. MAC-agpec nonyyatens (dst).

. Metka VLAN.

. Homep npoTtokona yposHs Ethernet (proto).

v W N

B Ka)X40M 3/1eMeHTe YC/I0BUA YKa3blBaeTCA MMSA CMIMCKa A0MYCTUMbIX 3HaUYEHWI COOTBETCTBYIOLLEro NapameTpa naketa. Kpome Toro, B yC/10BUM MOXKET
NPUCYTCTBOBATb BbIpasKeHMWe, 3anncaHHoe Ha a3sbike dunbTpos PCAP (tcpdump). 3To BbipaskeHMe paccMaTpUBaETCA Kak NCeBao-napameTp nakera u Hasbisaetcs 'm
atch". Takum 06pa3om, NakeT NPU3HAETCA YA0BNETBOPAIOLMM YCIOBUIO, EC/IN BCE €0 NapameTpbl MPUHAL/IEKAT COOTBETCTBYIOLMM CMIMCKaM AOMYCTUMBIX
3HaYeHUI NapameTpa, a BECb NaKeT B LieJIOM yA0BNETBOPAET BbipaxeHuto "match". Ecnu B yCNoBUM OTCYTCTBYET 3/1€MEHT ANA KaKoro-nmbo napameTpa nakera, To
[aHHbIM NapameTp nakeTa, BHE 3aBUCMMOCTM OT CBOEIO 3HAaYEeHUs, CYMTAETCA YA0BIETBOPSAIOLLMM TaKOMY YCI0BUIO.

MapameTpbl

MNapameTpbl OnucaHue

YnpaeneHue cnuckamu 3Ha4eHmii

list MapameTp, oTBeyvaloLWMIi 3a ynpasaeHne CrivMckamu 3HadeHuid. CNUCKM 3HaYEHWI1 UCMNO/Ib3YIOTCA B KauecTBe Habopa A0MYyCTUMbIX 3HaUEHW Ana
371eMeHTOoB ycnoBuii (rule).

LISTNAME Mma cnuncka sHaveHui. Kaxablii CMCOK A0/IKEeH UMeTb YHUKaNbHOE MMA, KOTOPOE MOKET COCTOATb U3 MPOU3BOJIbHOTO coueTaHUA ByKB 1
LMPp, HO He JOMKHO HAYMHATBLCA € UMPBI. MMA CNCKA HEYYBCTBUTENBHO K PerucTpy.

[{iface [ mac | Kaxablii CNUCOK AoOMKeH 6biTb OTHECEH K OAHOMY U3 TUMOB:

| numrange |
match}] ® "jface" — CNUCOK COAEPKUT ceTeBble UHTEPPENChI.

"mac" — cnucoKk copepKuT Habop 3HaueHunit MAC-agpecos.

® "numrange" — CNNCOK COAEPXMT Habop ANANa30OHOB LEI0YUCIEHHbIX NOMIOXKUTE/IbHbIX 3HaYEHW. [jnana3oH 3Ha4eHuit yKasbiBaeTca B
Buae "<min>[-<max>]". lnanasoH MOXeT coaep:KaTb e4MHCTBEHHOE 3HaYeHue B cnyyae, ecam "'<min>=<max>". Npu gobasneHun B
CMMUCOK AMana3oHa, NepeceKatoLLerocs C yKe CyLLeCTBYIOLWMM, NPOUCXOAMUT UX 0bbeanHeHWe. Mpu yaaneHnm gmanasoHa,
nepeceKaloLerocs ¢ CyLLecTByOWMM(M) B CMUCKe, MPOUCXOAMT YAaNEHUE NOHOCTBLIO BIOXKEHHbIX 41anasoHoB u/unu apobnexne
nepeceKaloLLMXca € yaanaembim.

® "match" — N0 KOHTEKCTY NPUMeEHEHUS, "match" BbIpasKeHWA UAEHTUYHBI CIMCKAM 3HAaYEHUM, HO COCTOSAT U3 eANHCTBEHHOTO 3/IEMEHTa —
BblpakeHus. BoipaxeHne onpesensetca B popmate PCAP. Ec/in BbipaxkeHUe cofepKUT Npobesbl, To OHO AOMKHO BbITb 3aKNOYEHO B
KaBbl4YKU.

{add | del} MNapameTpbl "add" n "del" npegHasHaueHbl pnA f,o06aBNEHUA U yAANEHUA 3HAYEHWUI B YKa3aHHbIV CNIUCOK (3a UcKntodeHnem "match”).

[VALUE ...]
® "VALUE" — 0HO MW HECKO/IbKO 3HaYeHWii, KoTopble A0/KHbI 6bITb fLo6aBneHb.

dump [name] = BbiBoA cOAEPKMMOTO CrMCKa.

[WILDCARD]
® "name" — UMA CNUCKa 3HaYeHMA.
® "WILDCARD" —11abnoH nowcka.
rename MepenMmeHoBaHMe cnucka.
NEWNAME

® "NEWNAME" — HOBOE MMSA CMMCKa.
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file FILENAME

[flush | remov

el

[N CNUCKOB A0MYCKAETCA yKa3aHWe UCTOYHMKA 3HAYEHMI, KOTOPbIN NpeacTaBaseT coboi TeKCTOBbIN daita, NOCTPOUHO XpaHALWMIA Habop
3HaYEHUN.

daiin moxkeT 6bITb pacnoniokeH Ha FTP-cepBepe, K KOTOPOMY Y HAaCTPaMBaeMOro yCTPOICTBA eCTb CEeTeBOM A0CTYN. 3arpy3Ka 3Ha4YeHUI B
CMUCOK U3 UCTOYHMKA NPOUCXOANT aBTOMATUYECKM MPW CTapTe KOMMYTATOPa WK NPy M3MEHEHUMN UMEHU UCTOUYHMKA.

® "flush" — yoanuTb BCe 3HaYEHUA M3 CIUCKA.

® "remove" — yaanuTb CNNCOK 3HaYEHMA.

YnpaBneHue rpynnamm KOMMyTaLum

group

1D

{add | del}
IFNAME]:
{TAG|O}] ...

{repeater|tru
nk/uncoupled

Hon|off}

{(up|down)
stream}
{sciD|o}

in-trunk

Hipjoy

MapameTp, oTBEYalOLW M1 33 yNpaBAeHWE rpynnaMm KOMMyTaLuu.
Yucnosoi naeHTMPUKaTOP rpynnbl B AManasoHe ot 1 no 4999

MapameTpbl UCMONBb3YIOTCA A/1A BKAOUEHUA UM UCKNIOYEHMA YKa3aHHbIX CETEBbIX MHTEPENCOB U3 rPYMMbl KOMMYTaLMK:

® "add|del"— po6aBnTb/yaanuTb ykasaHHble ceTeBble MHTepdenchl B rpynny. Ecam ykasaH napametp "add”, a rpynnbl ¢ aeHTMGUKaTOPOM
ID He cyuLecTBOBano, To OHa ByAeT co3gaHa aBTOMATUYECKH.

® "IFNAME" - umsa ceTeBoro uHTepdeiica, KoTopblii foKeH 6biTb 406aBAEH MAK yAaNEH U3 FPYNbl KOMMYTaLUK.

[ ]

"TAG" —apryMeHT, KOTOpPbII NO3BONAET YNPaBAATb MAapKUPOBKOW NaKeTa, €C/IM OH HaNPaBAAETCA B AaHHbIN UHTepdeiic. Mpu aTom
BO3MOXHbI CNeAyloLue BapmaHTbl:

® TAG ykasaH ans untepdeiica u ero 3HadeHve >0. 3To 03HaYaeT, 4To 6OMY NakeTy, HaNPaBAAEMOMY KOMMYTaTOPOM B AaHHbIA
nHTepdeiic, 6yaet npucsoeH Homep VLAN, pasHbiit TAG. Ecam naket yxxe nmen meTky VLAN, To oHa 6yaeT 3ameHeHa Ha TAG.
TAG He yKa3aH. 3T0 03Hay4aeT, 4yTo 3HayeHne meTkn VLAN nakeTa He byaeT usmeHeHo nam gobasneHo.
TAG yKasaH, 1 ero sHayeHue paBHo 0. 3To 03HayaeT, YTo y NaKeTa, HaNpPaBAAEMOro B ceTeBOM UHTepdeiic, byaeT yaaneHa meTka
VLAN, nnv oH byaet nepesaH 6e3 UameHeHWUi B ciyyae ee OTCYTCTBUA.

BktoyeHMe/BbIKNIOYEHME pexkMMa KommyTaumu. Monbsosatento WANFleX AocTynHbl cneayolme pexumel:

® ‘repeater' —rpynna KOMMyTUPYeT NaKkeTbl NPOCTON peTpaHcaALMen U3 MHTepdeiica, Yepes KOTOPbIM NakeT bl NPUHAT, BO BCe

OCTa/IbHble MHTepENChI, BKNOUYEHHbIE B AaHHYIO rpynny.

"trunk" —rpynna KoMMyTUpyeT Bce NakeTbl, NPUHATbIe Yepes ceTesble UHTepdelicsl "eth*" Takum obpa3om, YTo, Npu Nepesaye uUx B
nHTepdeiicol "rf*", oHa oTNpaBAfET UX C HOMEPOM FpynMbl, PaBHbIM "vian" 3Tux nakeTos. Mpu 3TOM, MO YMONYAHUIO, CAMU NAKeTbl He
nsmeHsatoTca. Mpu npueme nNakeTos ¢ MHTepdeicos "rf*", rpynna B pexkume "trunk" oTnpasnaeT 3T nakeTbl B uHTepdelicsl "eth*",
ycTaHaBAMBan MeTky "vl/an" B 3HauyeHWe, paBHOE HOMepY rpPyMMbl KOMMYTALMK, C KOTOPOW OHU BbINKN NPUHATLI Yepes3 nHTepoeic "rf*",
"uncoupled" — ecnu ceTb ¢ KONbLEBOW CTPYKTYPOI NOAKIOUEHA K BbILLECTOALLEH CeTU B HECKO/IbKMX TOUKaX, TO BO3HWKAET ONacHOCTb

oGpasoBava KOMMYTAUUOHHbIX NeTe/ib Yepes3 BHELHIOK CeTb. B atom CNny4Yae NpoToKoA STP He no3sonseT OAHOBPEMEHHO UCMNONb30BaATb

BCE NOAKNIOYEHUNA ANA PaBHOMEPHOM M 3ddeKTUBHOM 3arpy3ku ceTu. Mpynnbl, UMetowwme npusHak "uncoupled", He y4acTByloT B
nepegaye KOMMYTUPYEMOro Tpadurka mexay cobol, Aase eciv UMELOT OAMHAKOBbIN HOMEP rPyMMbl, YTO UCK/OYaeT
BO3MOXHOCTb BO3HUKHOBEHUA NETeNb, HO HE MEeLLAEeT UHIKEKTMPOBATb TpaduK B ceTb. N ncxoasuiero Tpadbunka NnpoMeKyToUHbIE y3/bl
6yayT MCnosib30BaThb TONbKO BAnKaWKiA K cebe “uncoupled’ y3en (onpeaensemblii o BpeMeHu 40CTyNa), 4To cnocobeTeyet 6onee
paBHOMEpPHOM 3arpysKke ceTu.

[LnA pelweHns 4acTo BO3HMKAIOWEN 3aa4m nepeaaym BOCXOAALWMX NOTOKOB "multicast” B cuctemax BuaeoHabnoaeHns BBOAATCA ABa
[ONONHUTE/IbHBIX NapameTpa:

® "downstream" —yCTPOWCTBO MCMO/L3YETCA A/1A NepeAayn HUCXOAALLEro TpaduKka.
® ‘"ypstream" — ana nepegayn Bocxoasulero TpaduKa.
[ ]

"SCID[0" — npeHTudMKaTop KaHana kommyTauum 0, 1, 2. lonkeH coBnagath Ha "upstream" v "downstream" ycTpoiictae.

MapameTp No3Bo/AET CO34aBaTb HECKO/IbKO HEeMepeceKarLWmxca TPaHKOBbIX FPynn B Npeaenax oO4HOMN CeTu, C 04MHAKoBbIMM NoTokamu VLAN
BHYTPU.
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[x]vlan
{TAG/LIST|0}
[[no]bidir]

nvlan {[on]
[off}

info
INFO_STRING

setid NEWID

dump
[interface]
[WILDCARD]]

stat

showrules |
showblack

dbdelete
MACADDRESS

start
[discard]

[stop |
remove

stp { off [ on
| dump }

stp priority
[PRIO]

stp
forwarddelay
[DELAY]

MapameTp onpegenseT, uto rpynna ID 6yaeT KOMMYTUPOBaTb TONbKO NakeTbl, MeTka VLAN KOTOpbIX paBHa OLAHOMY U3 CIEAYIOLWMX 3HAYEHWIA:

"TAG" —3Ha4YeHNe MapKUPOBKM, YKa3aHHOE ABHO.

"LIST" —3HauyeHWe, NpUHaANeKaLlee YKasaHHOMY CNUCKY Tuna "numrange".

"0" —oTmeHseT dunbTpaumio no VLAN y faHHOW rpynnbl.

"bidir" —no3BonseT Npon3BoAUTL NPOBEPKY BXOAALLMX NAKETOB HA COOTBETCTBME YKA3aHHbIM METKaM A/ KaX4oro 13 nHtepdelicos
rpynnbl (BXoAALLME U3 NPOBOAHOIO CErMEHTa U NpUXoAALLMe Yepes becnpoBogHOMN KaHan). [JaHHblii napameTp byaeT noseseH npu
nepegade Habopa VLAN uepes ceTb C KONbLLEBOI CTPYKTYPOI1, C OTBOPOM HEKOTOPbIX U3 HUX B MPOMENKYTOUHBIX Y3/1aX KO/bLa.

® "[x]"— naHHbI NapameTp no3sonseT rpynne obpabaTbiBaTb NakeTbl 6€3 meTku VLAN.

1 BHUMAHMUE

MprmedaHue: NPy BKAOYEHHOM TakMm obpaszom dunbTpe no VLAN, ocTasnbHble Mpasuaa KOMMyTaLWUmn He AeNCTBYIOT.

MapameTp onpegensiet, 4to rpynna 6yaeT KOMMYTUPOBATb TO/IbKO HEMAPKMPOBAHHbIE MaKeTbl.

MNapameTp nossonser ,D,OﬁaBMTb onncaHue rpynneol.

YcTaHaBAMBaAET HOBbIV MAEHTUGUKATOP KOMMYTALIMOHHOM rpynnbl.
BbiBOAMT 6a3y aaHHbIx MAC-agpecos.
® 'interface" - BblBOAMT 6a3y faHHbIX M3BECTHbIX MAC-aZpecos ¢ rpynnupoBKoit no nHTepdeiicam.
® "WILDCARD" - wabnoH nouncka, No3soNsioLmnii BbIBOAUTb MHPOPMaLMIO, OTBEHAIOLLYIO 3a4aHHOMY KPUTEPUIO.

BbIBOAMT CTATUCTMKY MO yKasaHHO rpynne.

® "showrules" — oTobpaxaeT AeTanbHY0 MHGOPMALMIO MO NPaBUIaM KAacCUPUKaLmMm rpynnbl, BKIOUAA CYETUMK CpabaTbiBaHUSA KaKA0ro
npasuna
® "showblack" — nokasbisaeT cnncok MAC-agpecos, 3a6/10KMPOBaHHbIX MO NPUYMHE HEOMPEAENEHHOCTM MECTa HaXOXAeHUA agpecara.

Ypaanset Bce 3anucu u3 6asbl AaHHbIX MAC-afpecos, cBA3aHHble C yKasaHHbiM MAC-agpecom.

AKTUBUPYET/[EaKTUBMPYET YKa3aHHYI0 KOMMYTALMOHHYIO rpynny, yAanaeT yKasaHHyo rpynny M3 KoHoUrypaumm KommyTaTopa.

KommyTaTop nogaepveaet npoTokon STP, a umeHHo age ero sepcuu: STP 1 RSTP. [JaHHbI NapameTp BKAOYAET UK BbIKAOYAET NOAAEPIHKKY
npoTtokona STP Ana gaHHOM rpynnbi.

® "dump" — no3BoNSET NOCMOTPETb TeKyLee cocToaHue STP ans AaHHOM rpynnbil.

YctaHasnusaet npuoputet STP kommyTaTopa.

® "PR|O" - 3HaueHue npuopuTeTa. ECIM 3HaUEHNE NpUopuUTETa HE YKa3aHo, TO YCTaHaB/IMBAETCA 3HAaYEHMeE N0 YMOYaHUIo, paBHoe 57344,
Mpu yKasaHWUK 3HaYeHWA NpUopUTETa CNeAYeT YUUTbIBATb, YTO OHO ByAEeT aBTOMATUYECKU OKPYI/IEHO B MEHbLUYHO CTOPOHY [10 3HAYEHUA
KpaTHoro 4096.

YcTaHaBAMBaeT 3HayeHue napametpa STP "forward delay", onpesenstowiero Bpemsa HaxoXAeHUA KOMMyTaTopa B COCTOAHUAX "listening" v "lear
ning".

® "DELAY" - 3Ha4yeHMWe 4aHHOrO napameTpa B CeKyHAax. ECv 3HayeHWe He yKa3aHo, TO YCTaHaBAMBAETCA 3HAYEHME MO YMONYAHUIO, PaBHOE
15 cekyHaam.
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stp maxage Onpegenset 3HaueHue napametpa STP "MAX age", onpeaenstowero Bpema oxKnaaHna KommyTaTopom naketa BPDU.
[TIME]
® "TIME"-3HayeHue AaHHOro napameTpa B CEKyHAaX. EC/IM 3HaueHue He yKas3aHo, TO YCTaHaBAMBAETCA 3HAYEHWE N0 YMOIYaHWIo, paBHoe

20 ceKyHAaMm.

stp port YcTaHaBausaet npuoputeT STP nopTa KommyTaTtopa.

IFNAME
priority [PRIO] ® "IFNAME" - umsa untepdeiica nopra.

® "PRIO" - 3HayeHue npuopuTeTa nopta. ECav 3HaYeHMe NpuopuTeTa HE YKa3aHo, TO YCTaHaB/IMBAETCA 3HAUEHME N0 YMOYaHUIO, PaBHOE
128. Mpwu yKa3aHMM 3HaYEHUA NPUOPUTETA CeAYET YUUTbIBATb, YTO YKa3aHHOE 3HaueHue byaeT aBTOMaTUYECKM OKPYT/IEHO B MEHbLLYIO
CTOPOHY A0 3HaYeHUA KpaTHoro 16.

stp port YcTaHaBAMBaeT 3HayeHue napameTpa STP "cost" nopTa KommyTaTopa, oNpeAenAoLLEero CTOMMOCTb NOPTa KOMMYTATOpA.
IFNAME cost
e 1"
[cosT] COST"— 3Ha4yeHne gaHHOro napametpa. Ecnm 3HayeHne He yKa3aHo, TO yCTaHaBAMBAETCA 3HAYeHNe NO yMonYaHuio, pasHoe 200000 ana

RSTP, 65535 gna STP.

stp [vlan TAG] = Onpepenset meTky VLAN gns npoTokona STP, akTMBUPOBAHHOIO AA rPynMbl KOMMYyTaLMK.

igmp { off | Mo3BoNAET OTKNOUUTL/BKAOUUTL GyHKUMIO "IGMP-snooping" ans onpeseneHHow rpynmbl KOMMYTaLMK.
on}

setpriladdpri = YcraHaBnuBaeT/noBbiaeT NPUOPUTET NAKETOB, NPOXOAALLMX Yepes rpynmny.
PRIO

® "setpri"— ABHO ycTaHaB/AIMBAET NPMOPUTET ANA nakeTa. Mpu UCNOb30BaHUM 3Ha4YeHNs — 1, y nakeTa cbpacbiBaeTcsA ero NpMopuTeT.

® "addpri"— U3MEHAET NPUOPUTET TOJILKO B TOM C/ly4ae, eC/IM BHOBb YCTaHABAMBAEMbIV MPUOPUTET BbILLE, YEM YKE UMEIOLLMICA Y NakeTa

(4em meHbLUe yncno, Tem Bblile npuopwuTeT). To ecTb, C NOMOLLBIO NapameTpa "addpri” NPUOPUTET MOXKHO TONLKO NOBbICUTB.

gmch CHAN [JaHHaa KomaHaa npu nonagaHun Ethernet-ppelima B rpynny kommyTaumum ID no3sonseT HasHauMTb eMy Knacc obcnykusanua "CHAN". Knaccbl
ob6CnyKMBaHUA co3aatoTca KomaHaoi "gm chan".

{deny | 3anpewaert/paspewaet 06pabaTbiBaTb M OTNPAB/AATL NAKETI, NPUHALNENKALLME AAHHOM rpynne.
permit}
igmp dump BbIBOAMT CNMCOK IGMP-y310B (KAMEHTOB), mognucaHHbIX Ha rpynny multicast.
[detail] [name]
[

"detail" — no3BoNAET BbIBECTU AeTa/IbHYI0 MHGOPMALMIO O MOAMUCUMKAX.
® "name" — BbIBOAUT MHHOPMALMIO AR KOHKPETHOTO WJItO3a.

igmp Imqt YctaHaBauBaeT 3HayeHue "Last Member Query Time" — MakcMMaibHOe BpPems, B TeHeHWe KOTOPOro KOMMYTaTop byAeT K aaTb oTBETa OT

Value AKTUBHbIX NOAMMUCYMKOB, Nepes TeM Kak 3aKpbITb AOCTaBKy multicast-nakeTos Ha AaHHbIN W03 nocne Nnpuema naketa "IGMP leave". B
KauyecTBe LW/I03a MOXKET BbICTynaTb 60 Ethernet uHTepdeiic, inbo pagmno nHtepdeiic 1 MAC-agpec KAMEHTA, HAXOAALLEroca Ha Apyrom
CTOpPOHE PafMo CoeAVHEHUs.

igmp gmi YcTaHaBavBaeT 3HauyeHue "Group Membership Interval' — MakcManbHO BO3MOXKHOE BPeMms, 38 KOTOPOE KOMMYTATOpP PeLUuT, YTO Ha AaHHOM
Value LUNIO3€ HEe OCTANOCh AaKTUBHbIX MOAMNMUCYMKOB (HeT nakeTos "IGMP report" Ha aaHHyto rpynny).

igmp static- Co3zaeT CTaTUUYEeCKYIo NOAMNMCKY KAMEeHTa Ha multicast-agpec.

add MCAST

IF_NAME

[MAC]

igmp static- YaansaeT cTaTMyeckyto NoANUCKY KAMeHTa Ha multicast-agpec.

del MCAST

IF_NAME

[MAC]

igmp router- BKNtOYAET pPeXMM TpaHCAALuMM multicast-nakeTos He TONbKO B MOPTbI NOANMUCYMKAM, HO U BO BCE NOPTbI, K KOTOPbIM NOAK/HOYEHbI
port {off [ on = mapwpyTnsaTtopsbl (Querier).

igmp flood- BratouaeT/BblkatoYaeT TpaHcaaumio "IGMP report” nakeTos BO BCE MOPTbl KOMMYTATOPA, @ HE TO/IbKO B Te, K KOTOPbIM NOAK/IOYEHbI
reports { off | = mapwpyTusatopsl (Querier). Mo ymonuaHuto — "off".

on}



Title

igmp srcip IP

igmp zero-
query-permit
{off [on}

igmp querier
[vlan NJ]
{start|stop/cl
ear}

igmp querier
[[no]election]
[source IP]
[mcast X[,
Y..ll

igmp querier
interval Value

igmp join-
limit
[IF_NAME] N
[include
SACL] [except
SACL]

flood-unicast
{off [on}

inband { off |
on}

order N

dhcp-
snooping { off

lon}

dhcp-
snooping [no]
trust IFNAME

dhcp-
snooping [no]
verify-mac

dhap-

snooping
option-82
[noJinsert

dhcp-
snooping
option-82
format {
string ASCII-
string | hex
HEX-string |
mac }

MeHseT IP-agpec ucTouHMKa B nakeTax "IGMP Report" Ha IP-agpec, ykasaHHbIii B napameTpe "/P" gaHHOMW KOMaHAabl.

Paspeluaet 06paboTKy U TpaHCAALMIO NAKETOB € UcxoAHbIM IP-aapecom 0.0.0.0. Mo ymonyanuio — "off".

BkatouaeT/BbikatovaeT dyHKUMIO " Querier, 3ameHstowyo pyHKuMKM multicast-mapLipyTusaTopa npy opraHM3aumm cuctem suaeoHabaogeHms
¢ ucnonb3osaHuem "IGMP Snooping".

® ‘"ylan N"- BKkntoyaeT nepeaady multicast-nakeTos ¢ ucnonb3osaHmem vian.
® ‘clear"— ounwaet KoHdurypaumio "IGMP Querier".

® "[nojelection" — npn akTMBHOM dyHKUMKM "IGMP Querier", 3anpeLiaeT/pa3peLwaer y4acTBoBaTh B Bblbopax "IGMP Querier" B saHHOM
cermeHTe ceTu. COrnacHo NMPUHATBIM CTaHAAPTAM B KaXKA0M CErMEHTE JOMIKEH ObITb TONbKO OAMH aKTUBHbIN "Querier”, nmetowwnii
HaumeHbLKi IP-agpec. Mo ymonyaHuio — BKAKOYEHO.

® ‘"source X"— ycTaHaBNMBaeT agpec MCTOYHMKa AN1a multicast-nakeTos.

®  "mcast X[,Y,...]" — ycTaHaBnnBaeT HOMep rpynnbl (MAK rpynn), Ha KOTOPYHO paspelueHa NoAnNucKa.

YcTaHaBAMBaET MHTePBaAN OTNPaBKu naketos "IGMP Querier" B ceKyHAax.

OrpaHu4MBaeT KOIMYECTBO aPecoB aKTUBHbIX YHUKabHbIX multicast rpynn B pexxume "IGMP Snooping". Mpv npesblWeHNN yKazaHHOTo
NMMKTa, HoBble IGMP-noanuckm 610KMpytoTCA.

® "IF_NAME" - ceTeBoit MHTEpdENC, Ha KOTOPbIN AEACTBYET OrpaHUYEHMeE.
® 'include SACL" — cnncok, coaepxaluuii nepedeHb agpecos/ceTeil, Ha KOTOpPble AeCTBYET OrpaHUYeHue.
® "except SACL" — CNUCOK, COAEPKaLLMi NepeyeHb UCKIIUYEHN.

BkntoyaeT/BbikNtoYaeT pexum "flood-unicast", nossonatowmii nepecbinate unicast-nakeTbl Kak LWMPOKOBELLATEbHbBIE, OTNPABAA UX Yepes BCe
MHTepdeWCbl, BKAIOUEHHbIE B FPynny KOMMyTaLWK.

Ecnv Tpaduk nepesasaemblii rpynnoii KOMMyTaLWUK He COAEPKUT (He AOMKEH coaeprKaTb) MHGOPMaLMK, NpeaHa3HAYeHHOW AaHHOMY
YCTPOWMCTBY (TONbKO TPAH3UTHbIN NOTOK), TO MOXKHO OTK/NHOUYMTb aHA/U3 WMPOKOBeELLaTebHbIX (broadcast) nakeTos, 4To NO3BONAET CHU3UTL
Harpysky Ha npoueccop. Mo YMON4YaHUIO aHaN3 BK/IOYEH.

B npouecce pacnpegeneHvs NakeTos faHHbIX N0 rpynnam KOMMYTaLMK rpynnbl NPOCMaTPUBAKOTCA B MOPALKE NOABAEHUSA UX B KOHOUTYypaLuK.
BbI6upaeTcsa nepsas rpynna, NnpasBuaam KOTOpO YA0BNETBOPAET NaKeT, Ha 3TOM NPOCMOTP 3aKkaHuymBaeTca. [JaHHbI NapameTp no3sosset
M3MeHUTb NOPAAOK CnefoBaHuaA rpynn. OHa yKasblBaeT, B KAKOM NOpAAKe onpeaesneHHan rpynna 6yAet npocmaTpueaTbes npu
pacnpegeneHmu.

AkTUBUpYeT/aeakTusupyeT dpyHKumio DHCP-snooping, ob6ecneyrBatoLLyo 3aLLmTy OT aTak Npu NomoLm npotokona DHCP. Mo ymonyaHuio
BbIK/IIOYEHa.

OTmeyaeT HTepdeic Kak AoBepeHHbI/Hef0BepeHHbIN. Mo YMOAYaHWIO BCe MHTEPdENCbl OTMEYEHbI KaK HeJoBepeHHbIe.

AKTUBUPYET/AeaKTMBMUPYET NPoBepKy Ha cooTBeTcTBUe MAC-aApecos oTnpasuTens ¢ ykasaHHbimu 8 DHCP-3anpoce.

Bkatouaet/BbikntovaeT nobasnerHme onuum 82 8 DHCP-3anpoc. Mo yMon4aHMIo BKAOYEHO.

YcTaHaBnusaeT popmat naeHtndukatopa DHCP-peTpaHcnaTopa B onuum 82.

® "mac" — MAC-agpec no ymoi4aHuio.
® "ASCll-string" — naeHTudmKaTop B Kogmposke ASCII.
® "HEX-string" — waeHTuduKaTop B Koguposke HEX.
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dhcp- HacTtpavBaert geicTBue, BbINONHAEMOE B C/ly4ae NonajaHus Naketa, COAepiKaLLero onuumio 82 Ha HeJ0BepeHHbIN uHTepdeic. Mo ymonyaHuio
snooping nakeTbl OT6pacbIBatOTCA.

option-82

untrusted-

policy { drop

| keep |

replace }

YnpasneHue uHtepdencom

interface Mcnonb3yetca ana orpaHndeHnsa konmuectsa MAC-aapecos, AOCTYMHbIX Yepes3 YKa3aHHbI ceTeBoit nHTepdelic. Npu npeBbilleHnn yKazaHHOro
IFNAME mac- = numwuTa, HoBble MAC-aspeca He ByayT BHOCUTbCA B TabANULy KOMMYTaLmK, U BeCb TpaduK ¢ 3TUX agpecos byaeT 610KMpPoOBaH.

limit N

YnpasneH1A npaBuaamm KOMMyTaLum

group ID | int =~ Homep rpynnbi/vuma nHtepdeiica.
erfce IFNAME

rule NUMBER ' MopasKoBbiii Homep npasuna.

set YcTaHaB/MBaET HOBbIV NOPAAKOBbLIN HOMEp Npasuna.
NEWNUMBER
remove Ypanaet npasuno.

src, dst, vlan,  YcTaHaBAMBAIOT CMMCKM AONYCTUMbIX 3HAUEHUIA ANA COOTBETCTBYIOLLErO NapameTpa naketa. MoapobHee AaHHbIE NapameTpbl ONMCaHbI B
iface, proto, noapasgene "Mpasuna kKommyTtauum".
match LIST

® "LIST" — umA cnmcka AONYCTUMBIX 3HAUYEHWA.

deny [ permit = OnpepenseT cOOTBETCTBYIOLLEE PELIEHWE AAHHOTO Npasua.

setpriladdpri = YcraHaBn“BaeT/noBbiAET NPUOPUTET NAKETOB, MPUHATBIX KOHKPETHLIM MPABUIOM KaccubmKaLmu.
PRIO

® "setpri" —ABHO M3MEHAET NPUOPUTET Ha YKa3aHHbIN B KOMaHae. NMpu UCNoAb30BaHUW 3HaYeHus -1, y nakeTa cbpacbiBaeTcs ero

npvopwrer.
® "addpri" — U3MEHWUT NPUOPUTET TO/ILKO B TOM C/lyH4ae, eC/IM BHOBb YCTAHAB/IMBAEMbIi NPUOPUTET BbILLE, YEM YXKE MMEIOLMIACA Y NaKeTa
(4em meHbLUe YnCo, TeM Bbiwe npuopuTeT). To ecTb, C NOMOLLbIO NapameTpa "addpri' NPUOPUTET MOXKHO TONbKO MOBbLICUTb.

KomaHap! ynpasneHus
resynchronize = Npon3BOAWT NPUHYAUTENBbHYIO Nepe3arpysKy COAEPKMMOro CNncka AONYCTUMbIX 3HAYEHWUIA, ICTOYHMKOM J@aHHbIX KOTOPOTo bbl1 yKasaH daiin.

trace { off | BK/1l04aeT/BbIKNIOYAET 3aMUCh B CUCTEMHbII 10T AUArHOCTUYECKON UHOPMaLUK.

on | verbose
| filter "pcap "verbose" — 3anucb 6onee geTanbHON MHOPMaLIMK.

expr"} ® “filter “pcap expr' — no3sonseT npocaeauTb npouecc 06paboTKM KOMMYTAaTOPOM NaKEeTOB COOTBETCTBYIOLWMX YKazaHHOMY dunbTpy PCAP.

stptrace { off = BkntouaeT/BbIKOYAET BbIBOA CNYKebHOM MHGopMaLwmm STP, TaKOW Kak M3MEHEHME COCTOSHWUA NOPTOB, U3MEHEHUE CBA3EN, B CUCTEMHbIN

Jon} KypHan. Mo yMONYaHUIO BbIK/OYEHO.
stpblock { off
|on} ® "on" - npepoTBpalLaeT CKBO3HYIO KOMMYyTaumio STP-dpeiimos, ecin nogaepskka STP Ha ycTpoiicTee OTKAOueHa.

® "off' — pa3pellaeT CKBO3HYIO KOMMyTaLmio STP-bpelrimos.

stpmint { off BktovaeT/Bbiktovaet pexxkum "STP MINT mode".

lon}
"STP MINT mode" ncnonb3yeTcs ANA UCKAOYEHUA BAAHWUA NPOBOAHbIX KOMMYTaTOPOB C HACTPOEHHbIM NPOTOKO/IOM STP Ha paboTy ceTu.
Pexxmvm 6nokupyeT nepeaady Kagpos BPDU npoTokona STP, HACTPOEHHOro Ha NPOBOAHbBIX KOMMYTATOPaXx, YTO6bl KOMMYTATOp He CMOr
06HapyXWTb NeTto 1 3ab10kMpoBaTh cBou nopTbl. "STP MINT mode" B coBoKynHOCTM ¢ NpoTokosiom RSTP, akTUBMPOBAHHOM B rpynne
KOMMYyTaLum 6ecnpoBoAHbIX YCTPOWCTB MHOUHET, NO3BONAET O4HOBPEMEHHO U Pa30pBaTh NET/IO, B CIy4ae e€ BO3HUKHOBEHUS, U COXPAHUTb
dyHKUMOHMpOBaHWe npoToKkona PRF, paboTatoLero Yepes NpoBOAHOM CErMEHT.
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dead-interval = Ba3a paHHbIXx MAC-afpecoB KOMMyTaTopa- — 3To Tabauua mapwpyTtmsaumn MAC-ypoBHs, cofepiallan MHbopmaLmio o cnocobe AocTaBKK

<DEAD_INTER nakeTa A0 agpecata HasHauyeHua (dst). Kaxpan rpynna KommyTauum MMeeT He3aBucumyto 6asy AaHHbIX. 3anucu B Tabauue obpasytotca

VAL_IN_SECO = aBTOMaTW4ecKu Ha ocHoBaHUM MAC-afpecoB UCTOYHUKOB NaKkeToB. Kpome Toro 6asa AaHHbIX BCErga CoAEPKUT 3anucu,

NDS> cooTseTtcTBytowme MAC-agpecam nHTepdENCcoB KOMMYTaLMOHHOM rPynMbl. TV 3anNMUCK Ha3bIBAOTCA NIOKaNbHbIMU. Kaxaan 3anucb, Kpome
JIOKaNIbHOM, UMeeT "Bpemsa KusHu".

MapameTp ycTaHaBAMBaeT "Bpems Xu3HKU" 3anucu. B cayyae, ecnm HYU oanH 13 MHTEPdENCOB 3a YKa3aHHbIM MHTEPBAN BPEMEHU HE MPUHAN HU
opHoro nakeTta ¢ MAC-aipecom UCTOYHMKA, COOTBETCTBYHOLLEro 3anucy 6asbl AaHHbIX, TO AaHHaA 3anuch yaanaetca. Mo ymonyaHuio pasHo 300

CeKyHA,

{start [ stop [ = 3anyck/octaHoB/nepesarpy3ka KommyTaTopa.

restart}
{destroy} YpaaneHue KoHoUTypaLuum kKommyTaTopa.
statistics OTobparkaeT cTaTUCTUKY paboTbl KOMMyTaTopa. BbirpyxaeT MHGOpPMaLWMIo No OTNpaBAeHHbIM, OTEpoLeHHbIM 1 flood-nakeTam, a Takxke no

[(clear[help[l = 3anucam Tabanubl MAC-agpecos kommyTaTopa (DB Records). Ctatuctvka no unicast, broadcast u flood-naketam seaetcs otgesbHo.

b1

® ‘clear" — 0BHyNAET CTAaTUCTMKY.
® "help" — oTobpaxkaeT cnpasKy No NpUYMHam oT6pacbiBaHUsA NaKETOB, KOTOPbIE UCMO/Ib3YIOTCA B BbIBOAE CTATUCTUKM.
® "ID" - naeHTUPUKATOP KOMMYTALMOHHOI rpynnbl. ECM yKasaH — cTaTucTvKa byaeT oTobpaskeHa ANs 3TOW rpynnbl, C pasgeneHnem no
Bcem BxogAwmm B Hee VLAN.
igmp[- BbIBOAMT cnincok IGMP-y3/108 (KNMEHTOB), NognucaHHbIX Ha rpynny multicast no scem rpynnam.
snooping]
dump [name] ® "detail"— no3BoNAET BbIBECTM [eTa/bHYIO MHHOPMALMIO O NOAMUCUMKAX.
[detail] ® "name" — BbIBOANT UHOOPMALWMIO /19 KOHKPETHOTO LIAHO3a.

MACADDRESS | BbiBoauT uHdbopmaumio ans gaHHoro MAC-agpeca.

maxsources OrpaHuymsaeT Tabamuy MAC-agpecos kommyTaTopa. Konnuectso 3anuceid no ymonuaHuto pasHo 5000. Mpu ncnonb3osaHum 3HaveHns "0",
(MAXSOURCE = ycTaHaBAMBAETCA MUHUMMaNbHO AOMYCTUMOE 3HaYeHue, pasHoe 500.
Sjo)

Mpumepsl

Cnepytolwmii npumep NoKasblBaeT cnocob npumeHeHus wabnoHa Ans BbiBoAa MHPOpMaLmu o ceTeBbix MHTepdelicax "eth0" n "eth1". MpumeHeHue wabnoHa "e
th™~' coobuiaet KomaHae "switch", 4To gaHHble A0MNXKHbI BbITb BbiBEAEHbI TONbKO AN1A UHTEPdENCOoB, Y KOTOPbIX MMSA HauMHAEeTCA C eth 1 B KOHLLE COAEPXUT 0aNH
ntoboit cumeon. " Cost" — cToMmocTb (MeTpurKa) mapwpyTa. "UsCNT" — CHETUMK YKa3bIBaAIOLWMI CKONBbKO pa3 MCMO/Ib30Bafach 3Ta 3aMucCh, T.e. CKOJIbKO NaKeToB
6bin0 oTNpasneHo Ha aToT MAC-agpec.

switch group 1 dunp eth~
Bridge group 1(normal), READY STARTED Interfaces : ethO(F) ethl(F) rf5.0(F)
Total records 5

DST MAC L Int. GateWay MAC  Cost UsCNT Dead VI an
001111144693 ethO 000000000000 0 3987 300 1
000435018822 * eth0O 000000000000 0 0 0 1
000435118822 * ethl 000000000000 0 0 0 1

Co3paamm cnucok Tuna "iface" c umenem "my_iface", B KoTopblit fo6aBUM MMeHa ceTeBbix MHTepdeicos "eth0" n "rf5.0".

switch list nmy_iface iface add ethO rf5.0
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Co34aZMM CNUCOK AMana3oHOB 3HaYeHui ¢ umeHem "vians", B KoTopblit fo6asum: 3HayeHue 10, gnanasoH 3HayeHmit ot 20 Ao 30 1 3HadeHue 40.

switch list vlans nunrange add 10 20-30 40

Co3paamm cnucok Tuna "match", B kotopblit fobasum dbunbTp, Noa AeicTene KOToporo ByayT NoNaaaTh ceTeBble NAaKeTbl N06bIX NPOTOKON0B, UCTOUHUKOM UK
nosyyaTenem Kotopbix asastoTca IP-agpeca us cetn "195.38.45.64/26".

switch list ip_nynet match add net 195. 38. 45. 64/ 26

B JaHHOM NpUMepe TaK»Ke CO34aeTcs CMUCOK-BblpaskeHue Tuna "match", HoO B 3TOM c/iydae AencTsue GpUAbTPa PacnpPOCTPAHAETCA TONLKO Ha IP-nakeTbl,
npuHagnexauwme cetn "195.38.45.64/26".

switch list ip_nynet match add ip net 195. 38. 45. 64/ 26

B KauecTBe UCTOUYHMKA 3HAYEHUI YKAXKEM TEKCTOBbIN dalin.

switch Iist MACGROUPL file ftp://1.2.3.4/switches/list/mcgroupl.txt

B ykasaHHOM npumepe daiin "macgroupl.txt" moxKeT copepiKaTtb Cnesytowme CTPOKM:

#

00:01:02: 03: 04: 05 #
00: 11:12:13:14: 15 #
<EOF>

10



Title

Ky3nam 1,2,3,4,5 n 6 noaknoueHbl LMdPOBbIE BUAEOKAMEPDI, KOTOPbIE TPAHCAUPYIOT M306paXKeHKe C NoMoLLblo NakeTos multicast, 1 Bce 3TM NOTOKM HYXKHO
nepeaarb Ha cepeep ONTUMabHbIM CNOco60M, He NoABepras CeTb AOMOJHUTENbHON Harpy3Ke, CO34aBaeMOii LIMPOKOBELLATEIbHBIM TPAaGUKOM.

sw 1000 add ethO rf5.0
sw 1000 upstream

sw 1000 start

sw start

=
T
sw 1000 add eth0 1f5.0
sw 1000 downstream
sw 1000 start
sw start

W

PucyHok - Mpumep

Becb HUCXOAALLMI TPadmK(OT cepBepa K Kamepam), ec/i TaKOBOM UmeeTcs, nepeaaércs B rpynne 1000, B KOTOPOI HaxoAATCA BCe y3/ibl ceT. OAHaKo
BOCXOAALUME NOTOKM OT KaxKA0W Kamepbl NepeaatoTcsa HeNoCcpeaCTBEHHO K B KaiiluemMy KOMMYTaTopy CBOEM rpynmbl.

Oco6eHHOCTBIO TAKOTO PeLIeHNs ABNAETCA BO3MOXKHOCTb YCTAHOBKM HECKO/IbKMX KOMMYTAaTOPOB C OAMHAKOBbIM HOMEPOM rpynnbl. 1A ycTpaHeHUs npobaemsl
LIMPOKOBELLATEIbHOTO WTOPMA, KOTOPbIW MOT 6bl BOSHUKHYTb 13-3a TOFO, 4TO KOMMYTAaTOPbI BKNIOYEHbI B pasHble NOPTbl OAHOTO NPOBOAHOIO KOMMYTATOPa,

B MINT BBe4geHO orpaHuyeHve — TpaHKoBble (nepeaatowme oba Tmna Tpaduka) n "downstream” KOMMYTaTOPbl HUKOTAA HE UCMNONB3YIOT APYT Apyra ANA
nepesaun Tpaduka. Kpome Toro, Hanmume napameTtpa “upstream” rapaHTUPYeET, 4TO OKOHEYHbIe y3/bl ByAyT BbIOMPATh A4/1A OTNPaBKM NaKeTOB TObKO OAMH
KOMMYTaTOp, @ UMEHHO — KpaT4aliLLniA NyTb K 6aMKaiemy KOMMyTaToOpy.

Fpynna KommyTaumm 100 Ha KAMEHTCKOM YCTPOMCTBE BXOAMT B COCTAB TPAHKOBOM rpynmbl 5, B KOHGUIYpaLLMM KOMMYTaTOPa KIMEHTCKOrO YCTPOICTBA CaeayeT

AaTb KOMaHAay:

switch group 100 in-trunk 5

11
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BbiBeAeM MHPOPMALMIO O TEKYLLLEM COCTOAHMM STP npu nomoLum KomaHabl "switch group ID stp dump".

switch 1 stp dunp
STP state for passive group 1:

I D 0000000000000000 Priority: 57344 ID ext: O
ROOT: 0000000000000000 Priority: O IDext: O
Ports

Name Prio Cost PVer Rol e State

et hO 128 2000000 RSTP DI SABLED DI SCARDI NG
rf5.0 128 180844 RSTP DESI GNATED DI SCARDI NG

B yKasaHHOM npumepe Bce NakeTbl, KOMMyTUpyeMble rpynnoi 3 6yayT mapkuposaTbcs VLAN 10 npu otnpaBke yepes uHTepdeiic "rf5.0" n meTku byayTt
CHMMaTbCA NPU OTNpaBKe Yyepes uHTepoeiic "eth0".

I BHUMAHUE

Y BCcex NakeToB, afipecaToM KOTOPbIX ABNAETCA cam KommyTaTop, meTKa VLAN Bceraa yaanaetca.

switch group 3 add rf5.0:10 eth0:0

BK/IOYMM Ha YCTPOICTBE TPAHKOBYIO rpynny, Kotopas byaet obecreunsatb nepeaady HecKoibKMx NoToKoB VLAN no pasHbiM HanpasaeHusm.

switch group 12 trunk on

Ha KNMeHTCKMX yCTPOoCTBax caeayeT Ucnonb3osaTtb onuuio "in-trunk™ ansa ABHOIO yKasaHWA, B COCTAaB KaKoW TPAHKOBOM rpynnbl BXOAUT AaHHAA rpynna.

switch group 12 in-trunk 0

I'pynna 10 6yaet o6pabaTbiBaTb NakeTbl ¢ meTkamum VLAN 100, 200, 300, a TakxKe HemMapKUpoBaHHbIe NaKeTbl, TakK1e NakeTbl 6yayT oTnpaBaaTbeA B ceTb MINT ¢
co6CTBEHHBIM HOMEPOM rpynnbl, (B AaHHOM cayyae - 10), MapKMpPOBaHHbIe - C HOMepamu rpynn, CoBnasaroLwmmm ¢ metkoin VLAN.

switch Iist MYNET nunrange add 100 200 300
switch group 10 xvlan MYNET
switch group 10 trunk on

I'pynna 20 o6pabaTbiBaeT TONbKO MapKMpoBaHHble NakeTbl U3 cnnucka MYNET 1 nepeaaét ux, npeobpasosbiBas 3HaYeHne MeTkn VLAN, B COOTBETCTBYIOLL MM
HOomep rpynnbl (M HaobopoT).

switch Iist MYNET nunrange add 100 200 300

switch group 20 vlan MYNET

switch group 20 trunk on

I'pynna 30 o6pabaTbiBaeT TONbKO MapKMpoBaHHble nakeTbl M3 cnnucka MYNET 1 nepenaéT ux ¢ coxpaHeHMem Homepa rpynnbl.

switch |'ist MYNET nunrange add 100 200 300
switch group 30 vlan MYNET
switch group 30 trunk off
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Title

B AaHHOM Npumepe co3gaeTtca rpynna KommyTauun "1". Ana Heé BKAKOYaeTcA NoaaepiKKa ctaHaapTHoro STP npoTokona u yctaHasnmsaetca STP npuoputeT
KOMMyTaTopa, paBHblit 36864.

switch group 1 add ethO rf5.0
switch group 1 stp priority 36864
switch group 1 stp on

switch group 1 start

B yKazaHHOM NpuMepe CO34at0TCA TPU rPYMnbl KOMMYTaLMK.

1. B rpynne kommyTaummn 5 cosgaetca npasuno 10, B KOTOpom 3anpelleHbl nakeTbl ¢ MAC-agpecamm UCTOYHMKA NakeTa (yKasaHHble B rpynne MACGROUP1),
Haxoasuwmecs B onpegeneHHbix VLAN (cnmcok VLAN ID HaxoauTcs B rpynne VGROUP v coctout u3 10, 40 1 gnanasoHa ot 20 fo 30 BKAHOYUTENLHO), B TOM
cnyyae, ecam 370 IP n ARP-naKkeTbl, NpUHaanexKalme ceTm, ykasaHHou B cnucke IP_NET3845.

2. B rpynne KommyTaumm 5 co3gaetca npasuao 20, B KOTOPOM 3anpeLLeHbl NnakeTbl ¢ MAC-agpecamu nonyyatens nakeTa (ykasaHHble B rpynne MACGROUP1),
Haxoaswmecs B onpegeneHHbix VLAN (cnmcok VLAN ID HaxoauTcs B rpynne VGROUP u coctout 13 10, 40 1 gnanasoHa ot 20 2o 30 BKAHOYUTENLHO), B TOM
cnyyae, ecnv ato IP u ARP-nakeTbl, NpUHaanexalime ceTu, ykasaHHow B cnucke IP_NET3845.

3. B rpynne kommyTauumn 1 naketam yctaHasansaetca npuopwuret 10.

switch Iist MACGROUP1 mac add 00: 01: 02: 03: 04: 05 00: 11: 12: 13: 14: 15

switch Iist VGROUP nunrange add 10 20-30 40

switch Iist IP_NET3845 match add arp net 195.38.45.64/26 || ip net 195.38.45. 64/ 26
switch group 5 rule 10 src MACGROUP1 vl an VGROUP match | P_NET3845 deny

switch group 5 rule 20 dst MACGROUP1 vl an VGROUP match | P_NET3845 deny

switch group 1 rule 1 setpri 10

BK/IIOYMM 3aNnCb B CUCTEMHOM XKypHane Ans oTobpaxkeHna npouecca 06paboTKM NakeToB KOMMYTaTOPOM, NpegHasHavaemblx gna MAC-agpeca "00:11:22:33:
44:55" n nopcetn "1.2.3.0/24".

swtrace filter "ether host 00:11:22:33: 44: 55"
swtrace filter "net 1.2.3.0/24"

Mpumep KOHOUIYpaLMK, B KOTOPOI CO3AAIOTCA TP KOMMYTALMOHHbIE Frpynmbl. [pynnoi 5 kommytupytotea nakeTbl ¢ VLAN metkamu 10, 20-30 w 40. Fpynnoti 15
KOMMYTUPYIOTCA NaKeTbl € Ntoboit meTkol VLAN, Kpome KoMMyTUpyemblIx rpynnoi 5. Fpynnoit 25 KommyTupytoTca ntobble nakeTtbl 63 meTkun VLAN. Kpome Toro,
rpynnoii 25 byAyT nepeAaBaTbCA MEXKOMMYTATOPHbINA TpaduK.

switch Iist VGROUP nunrange add 10 20-30 40
switch Iist ALL_VLAN nunrange add 0-4999

switch group 5 add ethO rf5.0

switch group 5 rule 10 vlan VGROUP permt
switch group 5 deny

switch group 5 start

switch group 15 add ethO rf5.0

switch group 15 rule 10 vl an VGROUP deny
switch group 15 rule 11 vlan ALL_VLAN permt
switch group 15 deny

switch group 15 start

switch group 25 add ethO rf5.0

switch group 25 rule 10 vlan ALL_VLAN deny
switch group 25 permit

switch group 25 start

switch start
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