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Kommytatop (MAC Switch)

@ YcnewHo cpaite 6ecnnatHbli cepTUOUKALMOHHDBIV 3K3aMeH B AKagemun "MHOUHET" 1 nonyumuTe cTatyc cepTuduULMpPOBAHHOTO UHKeHepa MHbUHeET.

MpoWTh cepTUPUKALIMOHHDBIV 3K3amMeH

HacTpoika KommyTaTopa

HacTpoiika KoMMyTaTopa 3aK/l04aETCA B HACTPOMKe Habopa Npasua ANsA rPYnn KOMMYTaLMK:

®  VHMKa/bHbIN HOMEP rpynnbl KoMMmyTaTopa (1-4999) ansA Ka)AoM rpynnbl
MHTepdelichl, BKAOYEHHbIE B AaHHYIO FPYNMYy KOMMYTaUUW U NPaBKAa, peryavpytoLve Hanpas/ieHne onpeaeneHHoro Tpadurka B onpeaeseHHyto rpynny
KOMMyTaLmMmn

®  Ha KaXX[oM y3/1e MOKHO HaCTPOMUTb HECKOJIbKO rpynn KOMMYyTaumu. Kaxablit HTepdeinc ycTponcTBa MOXHO BK/THOUYUTb B HECKO/IbKO PN KOMMYTaLMm
OflHOBPEMEHHO

® [pynnbl KOMMYTaLMM HA3HAYAOTCA Ha Pa3HbIX y3nax cet MINT. Y3nbl, Ha KOTOPbIX HACTPOEHbI OAMHAKOBbIE MPYMMbl KOMMYTALWMK, COCTABAAIOT «30HY
KOMMyTaLUn»

®  «30Ha KOMMYTaUUM» CYLLECTBYET TO/IbKO BHYTPU AaHHOro cermeHTa cetr MINT.

Mpynnbl KOMMYyTaL MK

CeTb MINT MOXHO paccmaTpuBaTh Kak OJMH BUPTyaNbHbI pacnpefeneHHblii L2-kommyTaTop, rae rpaHuLbl Y3108 AeNCTBYIOT Kak BHELLIHWE NOPTbl 3TOr0
BUPTYa/IbHOrO KOMMYyTaTOpa. 334a4a KOMMyTaTopa — TPaHCMOPTUPOBKa KaZpoB U3 OZHOTO NopTa B APYroi. BaXHO NOHMMaTb, YTO rpynnbl KOMMYTaLUK cneayeTt
€03/aBaTb TONIbKO Ha TeX y3nax, rae Kagpbl NPUXOAAT UAMN YXOAAT BO BHELLHIOW ceTb oTHocuTenbHo MINT. Ha y3nax B pexknme nosToputens He Tpebyetca
co3/aBaTb rpynmbl KOMMyTaLWK.
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PurcyHOK — 'pynnbl KoMMyTauuu

Ona HanpasaeHnA BXo4ALWero Kagpa s ogHy U3 rpynn KOMmmyTauuun, MCNONb3YyHOTCA mbkue npasunaa, N03BOAAKOWME COPTUPOBATb KaZ4pbl B COOTBETCTBUU C
Pas/IMYHbIMU KPUTEPUAMU, TAKUMMU KaK:

MopTbl

MeTkun VLAN

JNio6ble PCAP-BbIpaxeHus
Agpeca (MAC/IP)

Tun npoTokona.


https://wiki.infinetwireless.com/display/DR/MINT_rus
https://wiki.infinetwireless.com/display/DR/MINT_rus
https://academy.infinetwireless.com/ru/certifications/exams
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TpaHKoBble rpynmnbl

TpaHKoBas rpynna — 3To rpynna KoMMyTaumu, paboTatowas B pexxume "trunk”.

BXxoAALmMii NOTOK M3 NPOBOAHOMO CErMmeHTa, NpeAHasHauYeHHbI Takow rpynne, pasfenferca no oTAe/bHbIM NOATPYNnam (BXOAALLMM B TPAHK rpynnam
KOMMYyTaLMm) B 3aBUCMMOCTH OT MeTKM VLAN Kakgoro naketa. [py aTom HOMep Ka) oM rpynnbl KOMMYyTaLMK B TpaHKe ByLeT COOTBETCTBOBATb
Homepy VLAN KOMMYTUpYeMbIx B Heé nakeToB. Mcrnonb3oBaHWe TPaHKOBbIX rpynn o6/1er4aeT npoLecc HaCTPOIMKM KOMMYTaTOpPa B C/y4YasX, KOr4a HYKHO
obecneuntb nepesayy VLAN-NOTOKOB HECKO/IbKMM aBOHEHTaMm.

Ecnn Ha 6a30B0i CTaHUMM BK/IoYaeTcA TpaHKoBas rpynna, Kotopas 6yaet obecneunsatb nepeaady Heckobkmx VLAN NOTOKOB MO pasHbiM HanpasAeHUsAM, TO Ha
abOHEHTCKUX TEpMUHANax cieayeT Ucnoib3osaTb onumio "in-trunk” Ans ABHOTO yKasaHWsA, B COCTaB KaKoW TPAHKOBOM rpymmnbl BXOAUT AaHHas Fpynna KoMMyTaLmu.

Mpwv oTNpaBKe AaHHbIX Yepe3 NPOBOAHOM KOMMYTAaTop, HOMep rpynbl aBTOMATUYECKN npeobpasosbiBaeTcsa B meTky VLAN ctaHgaprta 802.1q u, Hao6opor, npu
NoJly4YeHNM NakeTta yepes NPOBOAHON KoMmmyTaTop meTka VLAN npeobpa3oBbiBaeTCA B COOTBETCTBYIOLLMIA HOMEP rPynMbl.

TpaHKOBbIe rpynnbl MOryT NCNO/1Ib30BAaTbCA ANA COeAUHEHNA HECKONIbKUX CETMEHTOB VLAN.
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PuvcyHOK — TpaHKoBble rpynnbi

CneuuanbHble NpaBuaa ana MHTepdeincos No3BONAIOT rMBKO ynpaBaaTb meTkamu VLAN: yaanaTb, HazHavyaTb, MeHATb (nogpobHee cm. Pykosoacteo OC WANFleX).

HacTpoWKa ynpaBieHua yCTPOMCTBOM

[na uenei ynpaBneHna HeobxoAMMO CO34aTb CrneumansHyto Fpynny KommyTauum, obuyro ana Bcex ycTpoicTs B ceTv MINT 1 npuBAsaTb eé K MHTepdeiicy SVI.

SVI npeacrasnsaet coboit L3-uHTepdeiic Mpynnbl KommyTaumm. OH obecneynBaeT 06paboTKy Ha KaHaIbHOM ypoBHe (L3) MakeToB, BXOAALLMX /U BbIXOSALLMX Yepes
BCe NopTbl, CBA3AHHbIE C JAHHOM Mpynnoi KommyTaumu.

HasHaubTe IP-agpeca npamo Ha uHTepdeiic SVI ana HenocpeacTBEHHOTO ynpassieHus. Bce nakeTbl, oTnpasasemble yepes uHTepdeiic SVI, byayT pacnpegenatbea
TONIbKO BHYTPU COOTBETCTBYIOLLEN emy MPynnbl KOMMYTaLUK.


https://wiki.infinetwireless.com/pages/viewpage.action?pageId=9044944
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YHuBepcanbHblli cnocob HacTpoliku VLAN ynpaBneHuns Yepes cneuuanbHyto pynny ynpasneHus - HasHauuTb HYXHbIW IP-aapec nHtepdeiicy SVI M, koTopbiit
ABNAETCA ynpaBaaowmm nHtepdericom Mpynnbl M, B KOTopyto BKAoUYeHbI nHTepdelickl VLAN X (c poanTtenbckum nHtepdeicom "eth0")wn "rf5.0": (MoppobHee cm.
pasaen "YaaneHHoe ynpasneHue yctpovictBamm R5000"):

eth0

PucyHoK — HacTpoiika ynpasieHuA

MpaBuna rpynn KOMmMyTaumm

Kazp, npeaHasHayeHHbIN OAHOM M3 rPynn KOMMYTaLUMK, He BbIMAET U3 3TOM rpynmbl, MOKa He ZOCTUIHET OAHOrO U3 BHELWHMX NopToB. Mpasmia rpynn KoMmyTaumm
NPUMEHSAIOTCA TONIbKO TOrAa, Koraa Kagp npuxoaut B ceTb MINT Yepes oAMH U3 BHELIHUX NOPTOB. YTOBbI NOKMHYTL CETb, KaApy He TpebyeTca HUKAKUX NPaBu, T.K.
OH Y3Ke NPUHAANEKUT OLHOMN U3 FPYNN KOMMYTaLLMKU U aBTOMATUYECKM NEPEHANPaBAAETCA Ha BHELWHWUIA NOPT (MM NOPTbI), KOTOPbI NPUHAANEKNT 3TOW rpynne
KOMMYTaLuu.

1 BHUMAHUE
Kagpsbl, co3gaHHble y3namu cetv "mint” (Hanpumep, RIP/OSPF, PING v T.4.), He NpUHaA/IexaT HUKaKoM rpynne KOMMyTaLmK, a 3Ha4uUT, He MOryT
NOKMHYTb ceTb MINT nyTem KOMMyTaLuy Yepes BHELUHWI NopT.
MpaBuna MCNoNb3yoTCA ANA CneayoWwnX Lenei:

®  Bbi6op NOAXOAALLEN FPYNMbl KOMMYTALLMK, ECM NAKET NOJTyYeH Yepes uHTepdeiic "ethX". MakeT KOMMYTUPYETCA TObKO TOM rpynnom, npasuaam
KOTOPOI OH MOHOCTBIO COOTBETCTBYET.

(D MPEAOCTEPEEHME

MakeT, KOTOPbIV He NPUHAANENKUT HU C OAHOM U3 FPYNN KOMMYTALMKU, HE KOMMYTUPYETCA YCTPOMCTBOM U MOKET ObITb YHUUTOMKEH.

® Ecav nakeT HasHauyeH rpynne KOMMyTaLMK, rpynna pewaet, nepecbinaTtb M NakeT Yepes oguH U3 uHTepdeicos nam otbpocuts ero. Makert byaet
nepecsaH, ToNbKO eC/IM YA0BNETBOPAET NpaBuiam uHTepdeiica

MpaBuna COCTOAT U3 YCIOBMIA U peleHwnit (pa3peweHne/oTkas). AHaIM3UPYA CNUCOK NPaBMI, KOMMYTATOP NPOBEPSAET, COOTBETCTBYET /I MAKET YC/I0BMIO TEKYLLETO
npasuna. ECn cooTBETCTBYET, TO K HEMY NPUMEHAETCA AeWCTBUE, COOTBETCTBYIOLLLEE TEKYLLEMY NpasBuy. ECIM HET, CNCOK NpaBW NPOCMaTpuBaeTcs Aasblue.
Mo3KeT 6bITb MPUMEHEHO TOILKO OAHO W3 NpasuA. Ecau nakeT He y40BNETBOPAET HU OLHOMY U3 YCIOBUI, K HEMY NPUMEHSETCA AeCTBUe, 3a4aHHOoe No
YMOHaHUIO ANS AAaHHOW rpynnbl AN HTepdeitca.


https://wiki.infinetwireless.com/pages/viewpage.action?pageId=13568227
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Ycnosue onpefensert, Kakue nakeTbl 6yayT COOTBETCTBOBATL AaHHOM rpynne. ToNbKO NaKeTbl, ANA KOTopbIx ycnosue asnaetca UCTUHOM, 6yayT cooTHeceHb! ¢
LaHHOW rpynnoi. YCN0BUE MOKET COCTOATb U3 O4HOTO UM HECKOJIbKMX MPUMUTMBOB. MPUMUTUBLI 06bIMHO COCTOAT M3 ID (HoMepa rpynmnbl UM UMeHU
uHTepdeiica) n ogHoro unm bonee knaccudmkaTopa.

Mpumepbl NPaBua GUALTPALUK NAKETOB:

OgpHa IP-nogceTsb:

net 192.168.1.0/24

HeckonbKo IP-noaceteit:

net 192.168.1.0/24 or net 192.168.100.0/24

Heckonbko IP-noaceTeit ¢ UCKAOYEHUAMM:

net 192.168.1.0/16 and not net (192.168.100.0/24 or 192.168. 200. 0/ 24)

Heckonbko IP-noacetei BHyTpu VLAN:

vlan 50 and (net 192.168.1.0/24 or net 192.168.100. 0/ 24)

Tpadwmk PPPoE:

pppoed or pppoes

WUAK (CMHOHMMMWYHO):

et her proto 0x8863 or ether proto 0x8864

3anpetuTb Nepeayy Ha rpynnosble v WKpoKoBeLaTesbHble IP-agpeca:

not ip multicast

MoapobHoe onucaHMe CMHTaKcMca npasma GuabTpaumm

Mpasuno GpunbTpaLMmM onpeaenseT, Kakue nakeTbl BbibupatoTca GUAbTPoM A1A AanbHelwel 06paboTku. Ecim HeT HM oaHOro GUAbTPA, BbIBUPALOTCA BCE NAKETHI.
Bo Bcex Apyrux cnyyaax, 6yayT BbIGpaHbl TONbKO NaKeTbl, 418 KOTOPbIX BbipaxeHue asnaetca MICTUHON.

CyLLecTByeT TpY BUAA KNAcCMdUKATOPOB:

Knaccudukarop OnwucaHue

type
P ®  Knaccuduratopbl cooblatoT, K Kakomy ID (Homepy rpynnbl UaM MMeHn uHTepdeica) oTHOCATCA GUALTPLI
® Bo3mosKHble TUMbI: host, net, port, portrange
®  Hanpumep: “host foo”, “net 128.3”, “port 20", “portrange 6000-6008"
® Ecau Knaccudmkatop "type' He yKasaH, To nogpasymesaetca "host”
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dir
KnaccudukaTtopbl yTOUHAIOT ONpeaeneHHOe HanpasaeHue nepeaayn K u/uam ot ID
Bo3MOXHble HanpasaeHusa: src, dst, src unu dst u src v dst
® Hanpumep: “src 1.1.1.1”, “dst net 128.3”, “src or dst port 21”.
® Ecau knaccudmkatop "dir' He ykasaH, To nogpasymesaetca "src” unm "dst”
proto

KnaccuduKaTopbl OrpaHUuMBatoT No NPU3HAKY COOTBETCTBUA ONpeAeeHHOMY NPOTOKOY
Bo3MosKHble NPOTOKONbI: ether, ip, ip6, arp, rarp, tcp v udp
® Hanpumep: “ether src 00:12:13:14:15:16”, “arp net 128.3”, “tcp port 21", “udp portrange 7000-7009”
Ecnu knaccudumkatop "proto” He yKasaH, TO No4pa3yMeBatoTCA BCe NPOTOKO/Ibl, COOTBETCTBYIOLLME TUMY
® Hanpumep: “src 1.1.1.1” 3HauuTt “(ip or arp or rarp) src foo” (ecnu nocnefiHee paspewweHo cuHTakeucom), “net 1.2.3.0/24”
3HauuT “(ip or arp or rarp) net 1.2.3.0/24” v “port 53” 3HauuT “(tcp or udp) port 53”

Tabnuua - Knaccudukaropbl

Kpome Toro, cyLiectsyeT HECKO/IbKO CMeLManbHbIX «MPUMUTUBHbBIX» KNHOYEBbIX CI0B, KOTOPbIe HE COOTBETCTBYIOT WabnoHam: broadcast, greater, less,
apupmeTnyeckue BoipaxeHus. OHWU ONUCaHbI HUKE.

CNoHble BblpaXeHWs GUNbTPaLMM CTPOATCA C MCNO/Ib30BAaHWEM CNOB and, or U not Ana coeauHeHUa NpuMnTUBOB. Hanpumep, “host foo and not port ftp and not
port ftp-data”. Ansa 3SKOHOMUU BpEMEHW, O4MHaKOBble KnaccudurKaTopbl MoryT 6biTb MponyweHbl. Hanpumep, “tcp dst port ftp or ftp-data or domain”
3KBUBANEHTHO “tcp dst port ftp or tcp dst port ftp-data or tcp dst port domain”.

MpvmeHMble NPUMUTUBBI:

NpumuTus OnucaHue

dst host host
® UCTUHA, ecnu IPv4-none HasHauyeHusa nakeTa "host”, uTo MoKeT BbITb KaK aflpecom, Tak U UMeHeMm

src host host
® UCTUHA, ecnu IPv4-none ncroyHuka nakera "host"

host host
® WCTUHA, ecnu IPv4-none UCTOYHUKA UM Ha3HaYeHusa naketa "host”

® /lo6oe M3 onmcaHHbIX BbipaskeHui ¢ ""host"” MoKeT MMeTb B KadecTBe npedurKca Kntouesble C0Ba ip, ip6, arp, rarp. Hanpumep: “ip
host host”, uto akBuBaneHTHO “ether proto \ip and host host”

ether dst ehost
® WCTUHA, ecnm Ethernet-agpec HasHadeHus "ehost”

®  "Ehost" nonkeH MMeTb YMCcNoBoM Gopmat: XX:XX:XX:XX:XX:XX

ether src ehost
WCTUHA, ecnun Ethernet-agpec nctouxmka "ehost”

ether host ehost
WUCTUHA, ecnu Ethernet-agpec UCTOYHMKA UK Ha3HayeHuA "ehost”

dst net net

® UCTUHA, ecnu IPv4-agpec Ha3HaYeHWs NakeTa MMeeT HOMep ceTu net
src net net

® WCTUHA, ecnu IPv4-agpec UCTOYHMKA NaKkeTa MMeeT Homep ceTun "net”
net net

® WCTUHA, ecnu IPv4-agpec UCTOYHMKA UM Ha3HaYeHMA NakeTa UMeeT Homep ceTu "net”

net net mask n
etmask ® UNCTUHA, ecnm IPv4-agpec cOOTBETCTBYET CETU C ONPEeAEeNEeHHOMN ceTeBon Mackoi "netmask”.
Mo3KeT 6bITb YyTOUHEH C NOMoLbto "src” unm "dst”
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net net/len

dst port port

src port port

port port

dst portrange p
ortl-port2

src portrange p
ortl-port2

portrange port
1-port2

less length

greater length

ip proto protoc
ol

ip protochain p
rotocol

ether broadcast

ether multicast

WCTUHA, ecnu IPv4-agpec COOTBETCTBYET CeTU ¢ len — BUTHOI CeTeBO MaCKO.
Mo3KeT 6bITb YyTOYHEH C NomoLbto "src” unm "dst”

won

WCTUHA, ecnm nakert "ip/tcp”, "ip/udp" n umeeT 3HayeHue nopTa HasHaveHus "port".

WUCTUHA, ecnu 3HaYeHne NnopTa UCTOYHMKA "port".

WUCTUHA, ecnm 3HaueHne nopTa UCTOYHUKA UM NOPTa Ha3HavyeHMA nakeTa port.

UCTUHA, ecnm naket "ip/tcp”, "ip/udp” n umeeT 3HaueHne NopTa HasHauYeHUsa mekay portl v port2
"port1" v "port2" HTepNpeTUPYHOTCA aHaNOTMYHO NapameTpy "port”

NCTUHA, ecnm nakeT UMeeT 3HaYeHue NopTa UCTOYHMKA mexay "portl"w "port2"

NUCTUHA, ecnu 3HaYeHne NopTa UCTOYHMKA MM NOPTa Ha3HavyeHMA nakeTa mexay "portl" v "port2"
Jlilo6oe 13 onucaHHbIX BbipaXkeHui ¢ "port" unu "portrange" moxeT MMeTb B KayecTBe npedukca Katouesble cnosa "tcp” vam "udp”.
Hanpumep: “tcp src port port”, 4To 03Ha4YaeT «TO/bKO tCp NaKeTbl C MOPTOM UCTOYHUKA port»

WUCTUHA, ecnn AnvHa naketa meHblle uav pasHa "length”
3KBMBANEHTHO BblpaxeHuto: “len <= length”

WCTUHA, ecnn anviHa naketa 6onblue uam pasHa "length”
3KBMBANEHTHO BbipaxeHuto: “len >= length”

WUCTUHA, ecnun nakeT aBnsetca naketom IPv4 ¢ Tunom npotokona "protocol”

"Protocol" MosKeT 6bITb HOMEPOM MW OAHUM W3 CeAYIOWMX UMEH icmp, icmp6, igmp, igrp, pim, ah, esp, vrrp, udp, wnn tcp
NaeHTndumkaTopsl "tep”, "udp” n "icmp " TakKe ABNAKOTCA KAKOHYEBbIMU C/IOBAMM U AO/IKHbI OTAENATLCA 06paTHOM KOCOi YepToit \, uTo
cootsetcteyeT \\ B C-shell

ITOT NPUMUTUB HE OTCAEKMBAET NOCNEeA0BaTEIbHOCTU 3aroIOBKOB NPOTOKON0B

UCTUHA, ecnun nakeT aBnaeTca nakeTom IPv4 1 coaepK1T 3aronoBKu NpoTokona ¢ Tunom "protocol B nocnefoBaTeNlbHOCTM 3aroI0OBKOB
NPOTOKONOB
®  Hanpumep, “ip protochain 6” cootsetctayeT nto6omy nakety IPv4 ¢ 3arososkom npotokosa TCP B nociefoBaTesibHOCT!
3aro/10BKOB NPOTOKO/10B
MaKeT MOXKET cofeprKaTb MeXAY 3aronoskom IPv4 v 3aronoskom TCP, Hanpumep, 3aronoBokK ayTeHTUUKaLMK, 3aroN0BOK
MapLpyT13aLmMmn uam 3aronosok "hop-by-hop option"
Kog, reHepupyemblit 3STUM NPUMUTUBOM, CJIOKEH U HE MOXKET BbITb ONTUMMU3MPOBAH, UTO MOXKET 3amMeANATb PaboTy

WUCTUHA, ecnu nakeT ABNAETCA LWWMPOKoBeLaTebHbiM Ethernet-naketom
KntoueBoe cnoso "ether" He sBnAeTcAa 06a3aTeNIbHbIM

WCTUHA, ecnv nakeT ABAAETCA MHOMOAAPecHbIM (MK WupoKoseLatenbHbim) Ethernet-naketom
KntoueBoe cnoso "ether" He sBnAeTcA 06a3aTeNIbHLIM
IKBMBANEHTHO BbipaxkeHuto “ether[0] & 1 !=0"
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ip multicast

ether proto pro
tocol

ip, arp, rarp, at
alk, aarp, iso, stp
, ipx, netbeui

svlan [vlan_id]

vlan [vian_id]

mpls [label_nu
m]

pppoed

pppoes

tcp, udp, icmp

NUCTUHA, ecnm nakeT ABAAETCA MHOTOaApecHbIM (MW WMpPOoKoBewaTenbHbIM) Naketom IPv4

UCTUHA, ecnun 3HauyeHue nons "ether type" nakera "protocol”
Protocol MoeT 6bITb HOMEPOM UK OAHUM U3 CAeAYIOWMX UMEH ip, ip6 ,arp, rarp, atalk, aarp, sca, lat, mopdl, moprec, iso, stp, ipx, nan
netbeui
3TN MAEHTUOMKATOPbI TAKIKE ABNAIOTCA K/IKOYEBbIMU CI0BAMU U AOKHBI OTAENATLCA 06paTHOW KOCO YepToi \
B Ethernet OC WANFleX nposepseT none ether type ana 60nbWIMHCTBA U3 3TUX MPOTOKO10B. MckNtoueHun:
® jso, stp, u netbeui
OC WANFleX nposepseT Ha Hanunumne kagpos 802.3, a 3aTem nposepseT 3aronosok LLC TaK e, Kak gas FDDI, Token Ring 1 802.11
® atalk
OC WANFIleX nposepseT Ha Hannume "AppleTalk etype" B kKagpe Ethernet u Ha Hanuumne naketoB popmata SNAP TakK xe, Kak oA
FDDI, Token Ring 1 802.11
® aarp
OC WANFleX nposepseT Ha Hannume "AppleTalk ARP etype" B kagpe Ethernet nnu 802.2 SNAP Kagpa € yHUKaNbHbIM
npeHTuduratopom (OUI) 0000000
® jpx
OC WANFleX nposepset Ha Hanunume "IPX etype" B kagpe Ethernet, IPX DSAP B 3aronoske LLC, 802.3-with-no-LLC-header
nHKancynaumm IPX n IPX etype B kagpe SNAP

CokpalueHHble BapuaHTbl ether proto p, rae p - 04MH 13 BbilEYNOMAHYTbIX NPOTOKO/I0B

WCTUHA, ecnu nakeT agnsetca naketom IEEE 802.1Q Service VLAN (ether proto 0x88a8)

WCTUHA, ecnu nakeT agnaetca naketom IEEE 802.1Q VLAN (ether proto 0x8100)

Ecnun "[vlan_id]" yka3aH, UCTUHA, ToNbKO €cv NakeT UMeeT yKasaHHbIn "vian_id"

MNepsoe Kntoyesoe c1080 "vian" unu "svlian", BcTpeTuBLIEeCA B BbipaXKeHUM N3MEHAET pacieT CMeLL,eHUA Noaei AN OCTaBLIeinca YacT B

bipa)KeHus, ncxoga us Toro, 4yto 3to VLAN naket

BbipaxkeHue "vian" " [vlan_id]" moxeT ucnonb3osatbca 6onee ogHoOro pasa, gna punbTpaumm no nepapxmm VLAN

Kakgoe ncnonbaosaHue 3TOro BbipaXKeHUn yBeMumnBaeT cmeleHme dbunstpa Ha 4

®  Hanpumep: “svian 100 && vlan 200" dunbTpyet no VLAN 200, nHkancyamposaHHomy B Service VLAN 100, a “vian 300 && ip”

dunbTpyeT Nnpotokonsbl IPv4, nikancynnposaHHble B VLAN 300, a “svian 100" dunbTpyeT Bce NaKeTbl, MHKANCY/IMPOBaHHbIE B
Service VLAN 100

WUCTUHA, ecnu naket anaetca naketom MPLS
Ecnu "[label_num]" yka3aH, UCTUHA, TonbKo ecnun nakeT umeeT ykasaHHbli “label_num"
MepBoe KntoyeBoe cNOBO "'mpls”, BCTPETUBLLEECA B BbIPaXKEHMM UBMEHAET PacyeT CMELLLEHUA NONeN ANA OCTABLUENCA YaCTU BbIPAKEHMS,
MCX0AA U3 TOTO, YTO 3TO |P-NaKeT, MHKanCcyIMpoBaHHbIM B MPLS
BoipaxkeHue "mpls"" [label_num]" moxeT ncnonb3osatbca 6onee ogHOro pasa, Ana punbTpauum no nepapxmm MPLS
Kakgoe ncnonbaosaHue 3TOro BbipaxkeHUn yBeMunBaeT cMmelleHne dunbtpa Ha 4
®  Hanpumep: “mpls 100000 && mpls 1024 “ unbTpyeT NakeTbl ¢ BHelwHen meTkoi 100000 n BHyTpeHHen meTKo 1024, a “mpls &&
mpls 1024 && host 192.9.200.1” dbunbTpyeT nakeTbl K uam ot 192.9.200.1 ¢ BHyTpeHHel meTkon 1024 n ntoboii BHeLHen MeTKoM

WUCTUHA, ecnu nakeT agnsetca naketom PPP-over-Ethernet Discovery (ether proto 0x8863)

WUCTUHA, ecnu nakeT agnaetca naketom PPP-over-Ethernet Session (ether proto 0x8864)
MepBoe KatoYeBOe CNOBO "pppoes”, BCTPeTUBLLEECA B BbIPaKEHMM U3MEHAET pacyeT CMeLLEeHUA NoNei ANA OCTaBLLENCA YaCTU BbIpaKEH
WA, UCXOAA U3 TOrOo, YTO 3TO NakeT PPPOE session

® Hanpumep: “pppoes && ppp proto 0x21” GunbTpyeT NPoToKobI IPV4, MHKancyMpoBaHHble B PPPOE

"wan

CokpalueHHble BapuaHTbl "ip proto p", rae "p" - OAWH U3 BbILWEYNOMSAHYTbIX MPOTOKO/I0B



Title

iso proto proto
col ® WCTUHA, ecnu nakeT asnseTca naketom OSI Tuna "protocol”

"o

"Protocol" MoKeT 6bITb HOMEPOM UM OAHUM W3 creaytowmx umen "clnp", "esis", nan "isis"

clnp, esis, isis
® CokpalueHHble BapuaHTbl "iso proto p”, rae "p" - 0avH 13 BbILEYNOMAHYTbIX NPOTOKON0B

expr relop expr

® UCTUHA, ecnm umeeT MecTo AaHHOe COOTHOLWEHWMe, rae "relop"” — oAnH U3 cneayowmx 3HaKoB >, <, >=, <=,
apudmeTUyecKoe BbiparkeHWe, COCTaBNEHHOE U3 LIe/IOYMCIEHHbIX KOHCTAHT (BbIPaXKeHHbIX B CTaHAAPTHOM cuHTaKcuce C), BUHapHBbIX
onepatopos [+, -, *, /, &, |, <<, >>], AN MHbI ONepaTopa v cnewLmanbHOro naketa AaHHbIX CPeacTs 40OCTyna
® (O6paTtuTe BHUMaHWeE, YTO BCe CpaBHeHMA Be33HaKoBble, TaK YTo, Hanpumep, 0x80000000 u Oxffffffff ByayT > 0
®  Y10o6bl NONYUNUTb AOCTYN K AAHHBIM BHYTPU NaKeTa, MCMNOb3yiTe CeAyIoWmin CUHTaKeuc: “proto [ expr : size |”
®  Proto— oauH U3 cnegylowmx NPoToKooB: ether, fddi, tr, wlan, ppp, slip, link, ip, arp, rarp, tcp, udp, icmp, n 0603HaYaeT ypoBeHb
NPOTOKONA A4/18 onepaummn ¢ uHaekcom (ether, fddi, wilan, tr, ppp, slip v link npeanonaratoT KaHaNbHbIN yPOBEHb)
tcp, udp v Apyrve TUMNbl NPOTOKOI0B BEPXHETO YPOBHA NPUMEHAIOTCA TObKO K IPv4
CmeLlleHue B HaiiTax, CBA3aHHOE C YKa3aHHbIM YPOBHEM NPOTOKO1A, 3a43aeTcsA npu nomolum "expr"
Size — HeobA3aTe/IbHbIN 31eMEHT U yKasblBaeT Yncao 6aiTos B uHTepecytoLlem none. Moxet 6biTb paseH 1, 2 uaum 4, no
ymonyanuio 1
® Onepatop A4/ MHbI, 0603HaYaEMBbIi K/THOUEBbIM C/I0BOM Jen, 3a4aeT A/IMHY NakeTa
® Hanpumep, “ether[0] & 1 != 0” nepexsaTbiBaeT BECb MHOTOAAPECHbIN TPAGUK
® BoipaxkeHue “ip[0] & Oxf != 5” nepexsaTbiBaeT Bce nakeTbl IPv4 ¢ onuusamu
® BuipaskeHue “ip[6:2] & Ox1fff = 0” nepexsaTbiBaeT TONbKO AedparMeHTMPOBaHHble gaTarpammbl IPv4 u dparmenTsi frag zero
dparmeHTMPOBaHHbIX gaTarpamm IPv4
3Ta NnpoBepkKa HeABHO NpUMeHsaeTca K "tcp” n "udp"” onepaunam c MHAeKcamu
Hanpumep, "tcp[0]" Bceraa 3HauuT nepBbivi 6aiiT 3aronoska TCP, M HUKOrAa He 03HaYaeT NepBblit 6aT NPOMENKYTOUHOrO
dparmeHTa
HekoTopble cMeLLeHNA 1 3HaYEHUA NOAA MOTYT BbITb BbIPaXKeHbl UMEHAMM, @ HE YNCIOBbIMU 3HAYEHUAMM
BO3MOXHbI Cheaytolme CMeLLeHus Nnoseit 3arosoBka NnpoTokona: icmptype (none tuna ICMP), icmpcode (none kopa ICMP) u tcpflags
(none meTtkm TCP)
® Bo3MosKHble 3Ha4YeHus nonsa tuna ICMP: icmp-echoreply, icmp-unreach, icmp-sourcequench, icmp-redirect, icmp-echo, icmp-
routeradvert, icmp-routersolicit, icmp-timxceed, icmp-paramprob, icmp-tstamp, icmp-tstampreply, icmp-ireq, icmp-ireqreply,
icmp-maskreq, icmp-maskreply
® Bo3MOsKHble 3HaYeHus nona meTkun TCP: tcp-fin, tcp-syn, tcp-rst, tcp-push, tcp-ack, tcp-urg

=, a expr—

Ta6nuua - MpumnUTUBLI
MPUMUTMBbI MOXKHO KOMBUHMPOBATb, UCMONb3YA:

®  [pynnbl NPUMUTMBOB M ONEPaTOPOB B KPY/IbiX CKOBKax (CKOBKM MCMO/Ib3yoTCA cneumanbHo aas Shell v LOMKHbI UMETb M3MEHEHHbIN perncTp)
® Uusepcuio (N!' am “not')

®  KoHbloHKuMio (‘&&' nam “and')

®  NusbioHkumio (*] | vam Jor').

MHBepcus MMeeT HamBbICLIMI NPUOPMUTET. [M3bIOHKLMUA M KOHBIOHKLMA UMEIOT PaBHbIM NPUOPUTET U CONOCTABAAIOTCA CeBa Ha npaso. O6paTute BHUMaHWe,

YTO ABHbINA YKA3aTe/b M METKM, HE PACTO/NONKEHHbIE PAAOM, TpebyeTcs cuenutb. Ecam naeHTuduKaTop 3aaaH 6e3 KNoYeBoro C0Ba, NPeAnonaraeTcs nocaegHee
1cnosib3oBaHHoe cnoBo. Hanpumep, “not host 1.1.1.1 and 2.2.2.2” — cokpalueHue ans “not host 1.1.1.1 and host 2.2.2.2" — He cnegyet nyTatb ¢ “not (host 1.1.1.1
or2.2.2.2).

MapameTpbl rpynn KOMMyTauum

B pasaene "Kommytatop (MAC Switch)" npeacraBneHa MHGOpMaLMA O CYLLECTBYIOLMX FPYNnax KOMMYyTaLMK U NPaBuaax, BKAOYan rpynny ynpasneHus, a Takxke
npeAycMoTpeHa BO3MOXKHOCTb Pe,akTUPOBaHWUA NapameTpoB rpynn U NPaBu, UX YAaNEHUA U CO3AaHUA HOBbIX FPYNN U Npasu.

OcCHOBHble 3/1eMeHTbl YypaB/ieHna B JaHHOM pasgene:

®  BkAo4MTb Switch - N03BOAAET BKAOUMTL/OTKIIOUUTE KOMMYTALMIO.

® Max Sources - orpaHuumBaet Tabanuy MAC-agpecos KommyTaTopa. KosmyecTso 3anuceit no ymondaHuio pasHo 5000.

® STP MINT mode - N0380/If€T BKAOUMTb/OTKAOUNTL pexknm "STP MINT mode". "STP MINT mode" ncnonb3yeTca Ana UCKAOYEHWUSA BAUAHMA NPOBOAHbIX
KOMMYTaTOPOB C HACTPOEHHbIM NPOTOKOOM STP Ha paboTy ceTu. Pexxum 6aoKkupyeT nepeaady Kagpos BPDU npotokona STP, HACTPOEHHOro Ha
NPOBOAHBIX KOMMYTATOPaXx, YTOH6bl KOMMYTATOP HE CMOT OBHAPYKUTb NET/t0 U 3a610KMpPoBaTb cBoM NopTbl. "STP MINT mode" B cOBOKYNHOCTM €
npoTtokonom RSTP, akTMBMPOBAHHOM B rpynne KoMmyTauum 6ecnpoBoaHbIX yCTpoicTB MHOUHET, N03BONAET OLHOBPEMEHHO U Pa3opBaThb NeT/I0, B
c/lyqae e€ BO3HWKHOBEHWSA, U COXPaHWUTb GYHKLMOHMpPOBaHWeE npoTokona PRF, paboTatolero Yepes NpoBOAHOMN CErMEHT.
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@ MPEAOCTEPEMEHUE

OTKANtOYEHME KOMMYTATOPa MPY OTCYTCTBMM HACTPOEK MApPLUPYTU3aLIMM MOXKET MPMBECTU K NPEKPALLEHUIO Nepeaayn NakeTos Yepes yCTPoMCTBO.

06nacTb HaCTPOEK PYMMbI KOMMYTaLWK:

NapameTp
KommyTaTtopa

lpynna #

CocrosfiHue

WHTtepdeiicbl

STP

Repeater

IGMP

onya,

Inband

Pexum

OnucaHue

CraHpapTHoe
aeictene

Default QM Cha
nnel

OnucaHue

MoKasaTb HOMep rpynmbl KOMMYTaLMW UAU HA3HAYUTD UAEHTUGUKATOP rPYNMbl KOMMYTALMK (BONKEH BbITb YHUKANbHBIM B PaMKaX CerMeHTa
cety MINT)

BblbpaTh cocTtoaHuMe: paboTaeT, octaHoBneH unwu "discard”

Bbi6patb Ethernet u/uam Radio n/vam (ans cneundunyeckunx Leseit) co3gaHHbIi paHee BUPTYanbHbIn MHTepdeNc (MHTepdeiicl) B KauecTse
nHTepdeiica rpynmnbl KOMMYTaLUK B OKHE, BbI3bIBAEMOM HaxaTuem KHomku "Ports". Bei6op: "pass” (no ymonuawnwuto), "strip" nnun "tag" pna
HaCTPOIKn meToKk VLAN a1 Kaxkaoro BbibpaHHOro uHTepdeiica.

Kaxaplit MHTepdeiic NnoanepKMBaeT TpU BO3SMOXKHBbIX CLEHapus:

"Pass" — npo3payHblit pexum, TpadpuK ocTaeTcs HEM3MEHHbIM;
"Strip" — BC@ METKM CHUMAIOTCSH;
"Tag" — Bce NaKeTbl TETMPYHOTCA YKa3aHHOW meTKoi VLAN.

Ypanuto fo6aBneHHbIN MHTEpdeic (MHTepdelics!)
BKtOUMTb/OTKOUNUTL Noaaepskky STP. lo6asutb Homep VLAN gnis STP, B ciydae ecim noggepka STP BroveHa

BK/IIOYMTB/OTKAIOUYUTL MOAAEPKKY pexuma "Repeater”. YCTPOWCTBO AENCTBYET KaK NOBTOPUTENb, TPAHC/IMPYA NaKeTbl BO BCE NOPTbI, KpOMe
nopTa UCTOYHUKA

BKtOUMTB/OTKOUUTL Noaaepskky IGMP snooping. MogpobHee cm. pasgen IGMP snooping
PaspeLwnTb/3anpeTuTb HeorpaHMYeHHbIN ogHoaapecHbI daya 6e3 3awmTHoro GuabTpa

Pa3pewnTb/3anpeTuTb 4OCTYN K YCTPOICTBY BHYTPM MOMOCHI (MPM UCMONb30BaHMM LWMPOKOBELLATEIbHOr0/MHOTrOaApecHoro Tpadmka).
PaspeleHo no ymonyaHuio

YCTaHOBUTb pabounii pexxum rpynnbl KOMMyTaumu: normal, trunk, in-trunk (Homep A0MKeH COOTBETCTBOBATb HOMePY TPAHKOBOW rpynnbl,
CO3ZaHHOM Ha 6a30Boii cTaHumMK), upstream, downstream

® "Normal" (cTaHOapTHbIN pexnm) — paboTa rpynmnbl KOMMYTaLMM OCHOBaHa Ha HaCTPOEHHbIX NpaBuaax, nakeTbl obpabaTbiBatoTca 6e3
WU3MEHEHWI (YCTaHOBIEH NO YMONYAHUIO);
"Trunk"—TpaduK BHYTPM He TErMPOBAH W pacrnonaraeTca B rpynnax KOMMyTaLMK B COOTBETCTBMU € MmeTKol VLAN;
"In-Trunk" — no3BonseT oTGUALTPOBLIBATb TPAPUK, KOTOPbIV NPUHAANEKUT ONPELeNeHHON rpynne KOMMyTaLuu, BXxogalel B
TPaHKOBYIO rpynny;
"Upstream" — ncnosb3yeTca B OCHOBHOM B CMCTEMAX BUAEOHabI0AEHNA ANA BOCXOAALLMX MHOTOaAPECHBIX MOTOKOB;
"Downstream" - ucnonbsyeTcsa B cMUCTemMax BUAEOHabnoaeHna ana Huexoaaulero Tpaduka

[lo6aBuTb TEKCTOBOE OMMCaHUe AR TeKYLLEl rpynnbl KOMMYTaLUUK (NaTUHULLEH)

YCTaHOBWTb AEWCTBUE MO YMONYaHUIO: paspeLueHne/oTKas.

B oTcyTcTBME KakKMX-1MB0 NpaBua KOMMYTaLLMK, UK B C/lyHae, eCAM NaKeT He COOTBETCTBYET HU O4HOMY M3 NPaBWU/I KOMMYTaLMH,
BbIMOJIHAETCA AEMCTBME MO YMONYAHUIO AR AAHHOW rpynbl UAK uHTepdeiica

Ha3HauuTb NOrMYECKUiA KaHasl No YMOYaHMI0. JTOrMYECKMiA KaHa No YMOYaHWIO CHavana AoseH 6biTb co3gaH B pasgene "Traffic Shaping".
B oTcyTcTBUE KakMX-11MB0 NpaBua KOMMYTaLMK, UK B C/IyHae, ECAW NAKET HE COOTBETCTBYET HU OGHOMY M3 NPABWU/I KOMMYTaLUK,
Ha3HayaeTca KaHaa no yMonYaHuio

O Tom, KaK co34aTb IOTMYECKUI1 KaHan, cm. pasgen "Mpuoputesaumsa Tpaduka"
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CraHAapTHbIM N
puopurer

Ha3HaunTb NPMOPUTET MO YMONYAHUIO 419 BCEX MAKETOB, MPOXOAALLMX YEPE3 rpynny KOMMyTaLum:

"Up to"— noBblWaeT NPUOPUTET NaKeTa 40 YKa3aHHOMN BENMUYMHDBI, €CN OH UMen 6onee HU3KUI NPUOPUTET;
"Set" — HazHayaeT NaKeTy HOBbI NPUOPUTET HE3ABMCMMO OT TOTFO, KaKOW NPUOPUTET OH UMEN A0 3TOro.

B OTCyTCTBUE KaKnx-nmbo npasua KOMMyTauumn, UIn B cnyvae, eCam NakeT He COOTBETCTBYET HU O4HOMY U3 NPABUA KOMMYTaUUn,

Ha3HavyaeTcA NPUOPUTET MO YMONYaHUIO

Ta6nuuya — Kommyrarop (MAC Switch)

® Knonka "Yaanutb L3 uHTepdeic" — nossonset yaanutb nHtepdeic sviX, Mcnonbsyemblit Ans ynpasaeHus ycTpoucTBoM.

® KHonka "Co3agatb L3 nHTepdeiic” — nossonser 4o6aBuTb nHTepdENic sviX ans ynpasneHus ycTpoicTeom yepes Beb-uHtepdeiic (cm. npumepbl
KoHdUrypaumum B Mase CueHapun HacTpoitkn obopyaoBaHuA)

Y106bI ,063BUTL HOBOE NMPABMIO AJ1A IPYMMbl KOMMYTaLMK, OTKPOMTE MeHIo "Mpasuia” B 061aCTU HACTPOEK AAHHOM rPYNMbl M HaxkMUTE KHOMKy "[lo6aBuUTb

npasuno":

r KommyTatop (MAC Switch)

BrigauTe Switch |« Max. Sources:

| Disable STP Forwarding:

Mpynna #

1 ‘ | PaBoraer

~ lMpaBuna

Oenate: pasp_¥ | QM Channel | Mpuopurer| Upto ¥ H:|

I S N = I = N

[ Ports... |

M

(owou |

CTangapTHoE neﬁnaue:| 0TKaz ¥ ‘

C03naTk TpyNNy KoMMyTaLMu

» IGMP Snooping

PrcyHOK — HacTpoitku rpynnbi

[ 5.0 [pas= 7]
‘,

) ¢ [(Nomar v] | ] ) @)

(1)

Mpoeepra | \?'T |y,qanmn. npag.

Default QM Channel| |

Crangapmeiii npwopwer:| Up to v | ‘:‘ ¥YaanuTs L3 unTepdpeiic | Cessanoc svil g,:l,aJ'IMTh pynn

Y106bl yAANUTL NPABUIO, HAXKMMTE KHOMKY "YAaAWUTb NPaB." B NpaBoii 4acTy CTPOKK AaHHOrO Npasuia

YT06bl M3MEHWTL MOPAZOK PYNN KOMMYTALLMK B CMIUCKE, UCMOJIb3YiiTe CTPesIKM "BBEPX/BHUS" B NPaBoi YacT1 061aCTV HACTPOMKM FPYNn KOMMYTaLMK.

YT06b! YAANUTL FPYNMY, HAXMUTE KHOMKY "YAQNUTb rpynny" B NpaBoM HUXHEM yriy 061acT HaCTPOEeK AaHHOM rpynnbl.

Y106bI CO34aTb HOBYIO rpynny, HaXxKMUTE KHOMKY "CO34aTb rPynny KOMMYTaLMKU" NOA CMIMCKOM CYLLECTBYIOLMX Fpynn.

Habop npasu/i NPUMEHAETCA KO BCEM NaKeTam BHYTPYM rpynnbl KOMMyTaLumu. Bbl MOXKeTe co34aTb HECKO/IbKO MPaBM KOMMYTaLMK BHYTPM rpynnbl KOMmyTaumu. C
MOMOLLBIO MPABUA KOMMYTaLMU MOTYT BbITb HACTPOEHbI C/eAyioLMe NapameTpb:

NapameTp
npasuna
KOMMyTauuu

Aenatb

QM Channel

Mpuoputet

BblparkeHne
$unbrpa Packet
capture

Onucaxve

YcTaHOBUTL ,u,eﬁcmme ANA NAaKeTOB, KOTOPble COOTBETCTBYIOT NpaBuay: pa3peLLIEHMe/0TKa3

HasHauWTb SIOrMYEecKmii KaHan, ecam oH 6bin co3aaH B pasgene "KoHTposib Tpadumka". ECM yKasaTb HOMEP JIOTMYECKOro KaHana, He
3afaHHoro B pasgene "KoHTposib TpadumKa", OH HUKaK He OTPasnUTCA Ha KOHGUIYpaLmMM AaHHOTo Npasuna.

O TOM, KaK co3ZaTb I0rMYeCcKuii KaHan, cm. B pasgene "KoHTponb Tpaduka")

HasHauuTb NnpuopuTeT ANA BCEeX NaKeToB, NPOXOAALLMNX Yepes JaHHOe NpaBuao d)l’lﬂpraZ

"Up to"— noBblwaeT NpUOPUTET NakeTa 40 YKazaHHON BENNYMHDI, €CIM OH UMen bonee HU3KUI npuoputeT
"Set" — Ha3HayaeT NaKeTy HOBbI MPUOPUTET HE3ABMCMMO OT TOFO, KaKOM NPUOPUTET OH UMEN A0 3TOro

YcraHoBUTb dunbTp "packet capture” ana kommyTaummn. CMHTaKecuc HasbiBaeTca PCAP-BbipaxkeHue. Cm. MNoapobHoe onvcaHne cMHTakcuca
npasun GunbTPaLMm, 4Tobbl NPOBEPUTL CUHTAKCUC NPABUA, HaXKMUTe KHOMKY "MpoBepka”
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Cnucok VLAN YcranosuTb VLAN ID. locTyneH a1s NpexHUX Bepcuil NpoaykKTa.

MoxkeT 6bITb ycTaHOB/eH Kak PCAP-Bbipa)keHWe, He foNyCTUMO B pexkume "trunk/in-trunk". Hanpmmep, vlan 100 (npu Bbi6paHHOM
3HAYeHUM pcap B PacKPbIBatoLLEMCA CnUCKe). YTo6bl NPOBEPUTb CUHTAKCUC NPaBKUAA, HaXXMUTe KHOMKY "Mposepka"

Tabauua — Mpasuaa rpynn KOMMyTaLUnu

BHUMAHUE

dunbTpbl B pasgenax "Kommytatop (MAC Switch)", "IP Firewall" 1 "KoHTponb Tpaduka" nmeroT 0oa4MHAKOBbIV CUHTAKCUC ANA YCTAaHOBKM npasun - PCAP-

BblpaXkeHue. 3TO yHMBePCaNbHbIA MHCTPYMEHT 418 CO3A4aHMA NPaBuU.

IGMP Snooping

[laHHaA BKNaAKa NO3BONAET HACTPOUTL NapameTpbl IGMP ans rpynn, y KOTopbix nogaepskka IGMP 6bina akTMBMpOBaHa (y Takoi rpynnbl 4OMKEH 6bITb OTMeYEH
dnaxok "IGMP" B pasgene "KommyTaTtop".

T T T

Tpynna # 5 PUHS---l etho rf5.0

M C ]

)

* MpaBuna

CrangapTHoe ,a,eﬁcnaue: C] D

Coagark rpynny KoMMyTaLWi |

* IGMP Snooping

=

Router Port Forwarding: o

Flood IGMP Reporis: Pazpewute Querier ¢ Hyneswm IP:

IP ans sameleHnA: [ l[ l[ ][ ]

Last Member Query Timeout (LMOT): :] CEKYHA

Group Membership Interval (GMI}: :] CeKyHa

Multicast Group Limit: :]
IGMP Querier

BrntcqnTe Querier:

WLAN: :] He y4acTECEaTL B BRISOpax:
IP oTnpasuTena: [ ][ ][ ][ ]
WHTepean: :] CEKYHI

PucyHoK - HacTpoiiku IGMP Snooping

[ ]

Repeater | IGMP | Sy

YOANUTE YpaEnesue

IGMP Snooping — MexaHu3m caep:KnBaHua ana multicast-paccbiikin, paboTatoLmin Ha YCTPOMCTBAX KaHAAbHOTO YPOBHS (L2), CAYKUT A8 KOHTPOAA U
ynpasnexua multicast-rpynnamu. Yctpoiictso ¢ nogaep:kkoii IGMP Snooping npocnyluvMBaeT u aHanusupyet coobuieHus IGMP, cocTaBnas KapTy COOTBETCTBUA

noprtos ¢ multicast MAC-agpecamu, Ha OCHOBaHWM KOTOPOIA B MOCIEACTBMM NPOU3BOAMUT Nepecbinky multicast-gaHHbix.
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[na pabotbl dyHKUMM IGMP Snooping Heobxoaumo, 4Tobbl B ceTu 6bin multicast-mapLupytnsaTtop reHepupytowmii IGMP-3anpocbl. Tabauubl coctaBnsemble ans
AaHHOW GYHKLMM (COOTBETCTBME NOPTA YHACTHMKA KaXKA40M rpynne KOMMyTaLumn) A0oKHbI BbITb NpMBA3aHbl K multicast-maplupyTtusatopy, 6e3 maplupyTusatopa

Takue Tabanubl He 6yayT reHepupoBaTbes, M IGMP Snooping pabotatb He 6yaet. Kpome Toro, Bce KoOMMyTaTopbl y4acTeytowme 8 IGMP Snooping fo/KHbI
6e30roBopoYHO nponyckatb obwme IGMP-3anpocsl.

MapameTpbl IGMP Snooping, KoTopble MoryT 6bITb HacTpoeHbl B pasgene "KommyTaTop":

NapameTp

Router Port
Forwarding

Flood IGMP Reports

Paspewutb Querier ¢
HynesbiM IP

IP gna samelneHua

Last Member Query
Timeout (LMQT)

Group Membership
Interval (GMI)

Multicast Group Limit

Brnouuts Querier

VLAN

He yyacrsoBatb 8
BbiGopax

IP oTnpasutens

WHtepBan

OnucaHue

Pa3pewnTb/3anpeTutb Nepecbiky Ha NOPT MapLpyTM3aTopa

Bk/toyaeT/BbIKkAlOYaET TpaHCAALMIo nakeToB IGMP report Bo BCe NOPTbl KOMMYTAaTopa, a He TO/IbKO B T€, K KOTOPbIM NOAKAOYEH
MapLpyT13aTop

Paspewntb/3anpetntb 06paboTKy U TPAHCAALMIO NAKETOB C UCXOAHbIM IP-agpecom 0.0.0.0

3ameHseT IP-agpec ucTouHMKa BO Bcex IGMP yBegomaeHusx/3anpocax

YCTaHaBAMBAET MaKCMMa/IbHOE BPEMS, B TEYEHME KOTOPOro KOMMYTATOp BYAET A4aTb OTBETA OT aKTUBHbIX NOAMNMUCYMKOB, Nepes Tem
KaK 3aKpbITb f0CTaBKy multicast-nakeToB Ha AaHHbIA NopT (B ceKyHAaXx)

YcTaHaB/IMBaeT MaKCMMa/ibHO BO3MOXKHOE BPEMS, 32 KOTOPOE KOMMYTAaTop PELLMT, YTO Ha JAaHHOM LU/IKO3€ HE OCTaN0Ch aKTUBHbIX
NOAMNMUCYMKOB (B CEKYHAAX)

OrpaH1yMBaeT KONMYECTBO aAPECOB aKTUBHbIX multicast rpynn. Mpu NpeBbILWEHUN YKa3aHHOTO IMMKTA, HoBble IGMP-noanuckm
610KMpytoTCA

Bk/itouaeT/Bbikto4aeT GyHKumMio Querier, HazHauaLwWwyo GyHKUMKM multicast-mappyTrsatopa. B KaXXgom cermeHTe 4oMKeH bbiTb
TO/IbKO OZMH aKTUBHbIN Querier

YcraHasnusaet VLAN ID ana IGMP Querier

3anpeuwaeT/paspeluaeT y4acTBoBaTh B Bbibopax IGMP Querier B JaHHOM cermeHTe

HasHauaet agpec otnpasutens IGMP-nakeTos, no ymonyanuio 0.0.0.0

YcTaHaBAWBaeT MHTepPBan oTnpaBku naketos "IGMP Querier" B cekyHAax

12



	Коммутатор (MAC Switch)

