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KomaHaa ARDA

CopeprkaHne

® OnucaHue
® NapameTpbl
® Mpumepsl

OnucaHue

ARDA (Aqua Router DAemon) — 4acTb NakeTa MapLLIpyTU3aLMK, B KOTOPbIV BXOAAT mogynn OSPF u ARIP. BoinonHaeT GyHKLMM KOOpAMHATOPa U MHTerpaTopa Ana
ynpas/ieHMA NPOTOKOAAaMM MapLIPyTU3aLMK. Bce MaHUNYNALMM € CUCTEMHBIMM TabAMLAMM MapLUPYTU3aLMK ocyLlecTBafeT moaynb ARDA.

ARDA umeeT cBOIO KoMaHAaHYo 060/104Ky (KO), BXoZ B KOTOPYIO OCYLLECTBAAETCA KOMaHAoM "arda". KomaHaHas 060/104Ka MOKET HaXOANUTLCA B PAsNUYHbIX
pexumax:

® Ba30Bblil peKUM.
® Pexxum ARDA config.
® Pexxum ARDA config-if.

TeKyLWwmin pexknum oTobpaskaeTca BMecTe ¢ npedpuKcom KomaHapl B suae "ARDA(pexum)#". Tpun BBoAe KOMaHZ, B 1060 MOMEHT MOXHO MONYUYUTb KOHTEKCTHYIO
NofcKasKy, Haxkas Knasuwy "?". Mepexos B peKMM KOHPUrypaLLMm paspeLleH TONbKO ANA NONb30BaTeNA CUCTEMbI, UMEIOLEero npusuaerumn "super-user'. Pexxum
KOHOUrypaLmuu ABNAETCA MOHOMNObHBIM, TAKUM 06PasoM, ecn OAMH aAMUHUCTPATOP NepeLlen B Hero, TO B APYrom TepmuHane (Hanpumep, gpyras

ceccud telnet) nepexod B 3TOT pexkum 3anpeLyeH. s UCKNoUYEeHUA «MepTBOM» 6N0KMPOBKM KO aBTOMATUUYECKU BbIXOAUT U3 PEKMMOB KOHOUIYpaLMm, ecnu B
TeYyeHne 2 MMUHYT He MOCTYMNano HUKaKMX KomaHa. Mocne Bbixoaa U3 KO komaHpaol "arda exit" (nnn " Ctrl+D") KO maplupyTusaTopa ocTaeTca B NOCAEAHEM pPeKUMme.

KomaHgabl, BBoaumble B KO, HEYYBCTBUTE/IbHbI K PETUCTPY M A0MYCKAIOT NPOM3BO/IbHOE COKPaLLEHUE BMIOTb 40 OAHOM BYKBbI, ECIM KOMaHAA B LLEJIOM HE MOXKEeT
6bITb BoCcnpuHATa KO HEOAHO3HAYHO.

[inA napameTpoB MoryT 6biTb YKa3aHbl apryMeHTbl, MPeACTaBleHHble B HECKOIbKMX popmaTax. OnvcaHve dopmaTta aprymeHTa npuBeseHo B KOHTEKCTHOM
NoACKa3Ke Win B cnvcke KomaHg (napametp "help"). ECiv BO3MOXKHbI BapuaHTbl apryMeHTOB, TO B CMPaBKe OHW YKa3blBalOTCA B KPYI/ibIX CKOBKax, pasgeneHHole
cumBosiom "|". KomaHapl pexnma KoHGUrypaLmm MoryT cogepatb npeduke "no'. Haanume Takoro npedpuKca NnpuBOAMT K OTMEHE (yaaneHuto)
COOTBETCTBYIOLLEro NapameTpa KoHGUrypaumm.

Mcnonb3yemble aprymeHTbI:

® "A.B.C.D" —3HaueHve NnapameTpa yKasblBaetcs B opmarte IP-agpeca.

® "WORD"- Habop CMMBOJIOB, HE COAEPKaLL Mt Npobenos.

® "<I-N>"-—uenoe fAecATUYHOE YMCIO B AnanasoHe ot 1 go N.

® "A.B.C.D/M"-3Ha4yeHue yKa3sbiBaeTca B popmarte IP-agpec/anvHa mackum cetu - Lenoe 4mcio 8 guanasoHe ot 0 go 32.
® "IFNAME" - nmsa pM3n4eckoro cetesoro nHtepderica.

CuHTaKcuc:
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configure Configuration

access-list Add an access list entry
end End current node and change to root node (CTRL+C).
exit Back to command shell (CTRL+D).
hel p Print command Ii st
interface Sel ect an interface to configure
bandwi dt h Set bandwi dth infornational paraneter

description |Interface specific description

end End current node and change to root node (CTRL+C).
exit Back to command shell (CTRL+D).
hel p Print conmand |i st

link-detect Enable link detection on interface

no Negate a conmand or set its defaults
show Show runni ng system i nformation
no Negate a comnmand or set its defaults
route Establish static routes
show Show runni ng system information
stop stop
end End current node and change to root node (CTRL+C).
exit Back to command shell (CTRL+D).
hel p Print command Ii st
show Show runni ng systeminformation
access-list List I P access lists
arda Arda information
interface Interface status and configuration
ip IP information
menory Menory statistics
route IP routing table

runni ng-config running configuration

t hread

Thread i nformation

version Di spl ays version

MapameTpbl

NapameTp
end
exit

help

OnucaHue
MNepexos n3 TekyLwero pexkuma B 6a3osblii (ARDA). KomaHaa MoXeT 6biTb BbINOAHEHA C NOMOLLbIO Knasuw Ctrl+C.
Bbixog 13 KO ARDA. KomaHaa MosKeT 6bITb BbINOHEHA C NOMOLLbI0 Knasuww Ctrl+D.

BbIBOA NONHOIO CNMCKa KOMaHA, aHHOTO pexXunma. MapameTp AocTyneH Bo Bcex pexkmmax ARDA.



Title

show WUcnonb3yeTtca ana npocmoTpa nHdopmaumm o coctosHnm ARDA.

® "access-list" — npuMeHAETCcA AN NPOCMOTPA TOTO MM MHOTO CMMCKA 40CTyna.
® "[(<1-99>|<100-199>[<1300-1999>[<2000-2699>] WORD)]" - naeHTudMKaTOp cnuncka. ECn He yKasaH, TO BbIBOAMUTCA COAEPKUMOE

BCEX CMUCKOB 40CTYNa.

® "memory" — N03BONAET BbIFPY3UTb CTATUCTMKY M3 NaMATK.
® "3, "lib", "ospf' n "rip" —TUNbl 3HAYEHWIA, CTAaTUCTMKA NO KOTOPLIM 0/IKHA BbIBOAMTLCA. ECAM TMN He yKa3aH, ByayT BbiBeAeHbI

JAaHHble NO BCeM TUMam, YTO paBHO3HAYHO napametpy "all".

® "arda client" — oTobpaskaeT gaHHble KaneHToB ARDA.

® "route" — BbIBOAMT Tab/IULLy CETEBbIX MapLIpPYTOB. NPV NOMOLLM LOMNOSHUTE/IbHBIX NTAPAMETPOB MOMKHO OrPaHWUUYUTbL CINCOK

MHTEPEeCYOWMMM MapLipyTamu. ECim orpaHuyeHve He 3a4aHo, oTobparkaeTca MHGOPMaLMaA No BCEM MapLUpyTam.

"connected" —HenocpeACTBEHHO NPUCOEANHEHHbIE MAPLIPYTbI.

"kernel' —mapLipyTbl, CO34aHHbIe AAPOM, KPOME MapPLLIPYTa MO YMOYAHMUIO.
"ospf"' —MmapLupyTbl, aHOHCMPOBaHHbIe MapLpyTu3aTtopom OSPF.

"rip" —MapLpyTbl, PETPaHC/IMPOBaHHbIE U3 NpoToKona RIP.

"static" —cTaTU4YEeCcKMe MapLipyThbl.

"summary" —arperMpoBaHHble MapLIPyTbI.

"supernets-only" —oTo6paaeT TONbKO NOAKNOYEHMA U3 arpernpoBaHHbIX CETEN.
"interface" —npefAHa3Ha4YeHa ana BbiIBoAa MHGOPMALLMM O ceTeBbIX MHTEpdeicax.

® "JFNAME" — npu yKasaHWM AaHHOro aprymeHTa Hpopmaums byaeT BbiBeAeHa 415 KOHKPETHOro uHTepdeiica, B MPOTMBHOM Cyyae -

ANA BCex MHTepdeincos.
® 'ip forwarding" — oTobpasaeT coctosHue IP-mapwpyTusauum (BKa/oTKA).
® "running-config" —noKasblBaeT TeKyLyto KoHdurypaumio ARDA.
"show thread cpu" — BbIBOAWT TEKLLLEE COCTOAHUE NpoLeccopa. Bo3amoxKHO npumeHeHne GUbTPOB A8 0TObpaXKeHna NpoLeccos
KOHKpeTHoro Tmna (rwtex).
® ‘"yersion" — nokasbiBaeT Bepcuio ARDA.

configure Mepexos B KOHOUIYPALMOHHbIV PEXUM.
Pexum ARDA config
access-list Cnucku aocTyna npumeHatotca 8 ARDA B KauecTse GUALTPOB, MOMUMO 3TOFO, OHM TaK e UCNOAb3YIOTCA AN YCTaHOBKM YCI0BUIA COOTBETCTBMA

NPV HaCTPOWKe KapTbl MapLpyToB. CMUCKM AOCTyNa COCTOAT M3 Habopa onepaTopos. Kaxabli onepaTop cocTouT M3 AnanasoHa IP-agpecos
(ycnosua cootsetcTBuA) U pewenus: "deny" — otbpocuts, "permit" — npuHAaTL. JuanasoH IP-agpecos 3anucbiBaeTcs B BUAE "<agpec> <macka>".
MpU NPUHATUM PELLEHNSA O BXOXKAEHUM NPOBEPAEMOro 06beKTa B CMUCOK AOCTYNa, N0 OTHOLIEHWIO K HEMY NOCAe40BaTeNbHO NPUMEHSAETCA
KaAbli onepaTtop Cnucka 4o Tex nop, noka He byaet obHapyeHo cooTseTcTBue. Ecm cooTBeTCTBME 06beKTa onepaTopy Cnuncka foctyna 6bi1o
06Hapy»XeHo, TO NPOBEpPKa 3aBePLIAETCSA, @ B OTHOLWEHUN 06beKTa 6yAEeT NPUMEHEHO peLIeHWe, YKa3aHHOe B COOTBETCTBYIOLLEM OnepaTope.

HoBble onepaTtopbl 6e3ycnoBHO A06aBAAIOTCA B KOHEL, CUCKa. Takum o6pasom, Npu GuabTpaLmMm Nociea0BaTeNbHOCTb NPOCMOTPA ONepaTopos
CMKCKa LOCTyNa onpesAenseTca TObKO NOC/ef0BaTeIbHOCTbIO MX f06aBNeHus.

B ARDA npumeHsaeTca Tpu TMNa CNUCKOB A0CTyna.

® CraHZapTHbI — naeHTMGMLMpPYeTCcA Homepamm 1-99 B cTaHAAPTHOM AnanasoHe uam 1300-1999 B pacluMPUHOM 1 NpeaHasHaveH aaa

OLLEHKM OAHOro NapameTpa 06beKTOB pUAbTPaLUK.

PaclwmpeHHbIl — naeHTMdULMpyeTca Homepamu 100-199 B cTaHAapTHOM AnanasoHe uaun 2000-2699 B paclUMPUHOM U NpeAHasHayveH ans
OLLEHKM ABYX MapameTpoB 06beKToB GpuabTpaLMK (Hanpumep, IP-agpec UCTOUHMKA U IP-agpec HasHaYeHUs).

MIMeHOBaHHbI — aHaNOrUYeH CTaHAAPTHOMY, HO UAEHTUULIMPYeTCA He HOMepamK, a UMeHem. Kpome Toro, AnanasoH (yciosue)
0nepaTopoB 3anucbiBaeTcA B BUAE "<3HayeHne>/<AamHa macku>".

Moapo6Hoe onucaHne KOMaHA, A5 YNpaBAeHWA CIMCKaMu JOCTyNa HaxoAMTCA B nogpasgene "Cnucku goctyna'.

interface IF | Mepexop, B pexKMM HAcTPOKK ceTeBoro uHTepdeiica "config-if'. "IFNAME" —uma uHtepdeiica, No OTHOLWEHUIO K KOTOPOMY BYAyT NPUMEHATLCA
NAME KOMaHApbl.

® "bandwidth <1-10000000>" — orpaH1M4MBaAET NPOMYCKHYIO CMOCOBHOCTb, MPUHUMAET 3Ha4eHns oT 1 go 10000000 Kéut/c.
® "description" — onucaHue ceTeBoro uHTepdeiica (Habop cMMBO/IOB).
"link-detect" — paspelaeT ucnonb3oBaHue cOOBLLEHNI GUBUUECKOTO YPOBHA O COCTOAHUM CETEBOrO UHTepdelica. B npoTuBHOM ciyyae,
Ha/M4YMe Uan OTCYTCTBUE KaHana CBA3M OnpeAenaeTca no npesbilUeHUAM IMMUTA BPEMEHMU.
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route A.B.C. = [o3BonAeT HacTpanBaTb CTaTUYECKME MApPLUPYTbl B paMKax moayna ARDA.
D/M (A.B.C.
D|INTERFAC
E[null0) (bla
ckhole [rejec
t) (<1-255>)

1 BHUMAHUE

[aHHble cTaTuyeckne mapLpyTbl 6yayT NPUMEHATLCA TONBKO B cyyae, ecam moaynb ARDA akTuBeH.

® "A.B.C.D/M"-IP-agpec Ha3HauYeHuA.

® "A.B.C.D|INTERFACE|[null0" - IP-agpec wnto3a/ums ceTeBoro nHTepdeiica, Yepes KOTopblil yCTaHaBAUBAETCA coeanHeHue. B cnyvae
yKa3aHua nHtepodeitca "null0" Tpaduk byaeT yHUUTOKATLCA.

® "blackhole" — TpaduK yHWUUTOXKaeTcA 6e3 yBegoMAeHMA OTNpaBuTens.

® reject" - TpaduK yHUuTONKaeTCs, reHepupyetcs ICMP-yBegoMIeHVe A5 OTNPaBUTeNs.

® "<1-255>"—3HayeHne MeTPUKM MapLupyTa.

stop OctaHoBKa moayna ARDA:
(daemon|cl
ear) ® ‘"daemon" — ocTaHOBKa MapLupyTM3aTopa.

® ‘"clear" — ocTaHOBKaA C NpeABapuUTENbHLIM yAasieHMEM KOHOUIypaLmMm MapwpyTusatopa.

Cnucku goctyna
[lns co3paHunsa uam n3meHeHUs CNUCKOB AocTyna moayns ARDA npegHasHaueHbl cnegytolme napameTpsl pexkuma "config".

CTaHAAPTHbIN CNUCOK:

access-list (<1-99>|<1300-1999>) (remark WORD) (deny|pernmit) A B.C.D A B.C.D

"<1-99>[<1300-1999>" — npeHTUOUKATOP CNMCKa.

"remark WORD" — npou3BO/ibHbI1 KOMMEHTaPUI1 K CO3aBaeMOMY CMUCKY.
"deny[permit" — pelweHne oT6POCUTL/NPUHATD.

"A.B.C.D A.B.C.D" — nnana3oH agpecoB B dopmate "<3HauyeHue> < macka 3HaueHusa>"

KomaHgaa co3gaert onepatop B CTaHAAPTHOM CMMCKE AOCTyNa. 3HaYeHWe v Mmacka onpeaenstoT ananasoH (ycnosue) onepatopa. Hanpumep, utobbl yKasaTb
AmanasoH IP-agpecos o1 "192.168.12.0" po "192.168.12.255", He06Xx0AMMO YKa3aTb 3Ha4YeHue "192.168.12.0" c mackoi "0.0.0.255". Ana AnanasoHos,
o603Havatowmx ntoboe 3HaveHme (0.0.0.0 255.255.255.255) npeaycMoTpeHo KatoueBoe cnoBo "any”. MpuBeaeHHbIe HUKE KOMaHAbl TOXKAECTBEHHbI.

ARDA(config)# access-list 1 permt 0.0.0.0 255.255. 255, 255
ARDA(config)# access-list 1 pernmit any

[nA yKasaHusa AnMana3oHa, COCTOALLErO U3 e4MHCTBEHHOIO 3HaYeHUs, AOMYCKAETCA NPUMEHATb K/toueBoe c1080 "host". MpuBeaeHHbIE HUKE KOMaHAb! — TOXAECTB
€HHbl.

ARDA(config)# access-list 1 permt 192.168.12.150 0.0.0.0
ARDA(config)# access-list 1 pernmit host 192.168.12.150

PacLUMpPEHHbIN CMIUCOK:

access-list (<100-199>| <2000-2699>) (remark WORD) (deny|pernit) ip AB.CDABCDABZCDABCD

"(<100-199>[<2000-2699>)" — naeHTUPUKATOP CrMCKa.

"remark WORD" — npou3BO/ibHbI1 KOMMEHTaPUI1 K CO3aBaeMOMY CMUCKY.
"(deny[permit)" — peweHne oT6POCUTL/NPUHATD.

"A.B.C.D A.B.C.D" — amanasoH afpecoB UCTOYHMKA.

"A.B.C.D A.B.C.D" — nmana3oH afpecoB Ha3HaYyeHus.

MMeHOBaHHbIV CNUCOK:

access-list WORD (remark WORD) (deny|permit) A B.C D M exact-match
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"WORD" — npeHTuduKkaTtop cnucka.

"remark WORD" — npou3BO/ibHbl1 KOMMEHTaPMI1 K CO34aBaeMOMY CMUCKY.

"(deny[permit)" — peweHne oT6POCUTL/MPUHATD.

"A.B.C.D/M" - npana3soH agpecos.

"exact-match" — ykasbiBaeTca B cnyyae TpeboBaHMA NONHOrO paBeHCTBa NapameTpa AnanasoHy.

B c/ly4ae MMEHOBAHHOIO CNUCKa UaeHTUdUKATOP NpeacTaBaseT coboit NPoM3BOAbHOE COYeTaHNe CMMBOOB. [lMana3oH 3HaYeHUI yKa3bIBaeTCA B BUAE "<3HaueHue
>/<pnnHa macku>". lns anmanasoHa ntobbix 3HaveHui napametpa (0.0.0.0/0) Takske LOMYCKAaeTCA NPUMEHATb Katouesoe cnoso "any”.

Mpumepbl

B MMeHOBaHOM CMMCKe YKaXKem pelueHue oTbpocuTb NakeT Ana auanasoHa IP-agpecos ot "192.168.110.0" po "192.168.110.255", pna 3Toro Heo6xoaMMO

YKasaTb 3HadeHune "192.168.110.0/24". A TaK e pewieHne NPMHMMATb NaKeTbl OT BCEX OCTasIbHbIX afpecos.

ARDA(confi g)# access-1ist TestListl deny 192.168.110.0/24
ARDA(config)# access-list TestListl permt any

BbiBeiem MHPOPMALMIO MO BCEM CETEBLIM MApLLPYTaM.

ARDA> sh route
Codes: K - kernel route, C - connected, S - static, R- R P, O- OSPF,
> - selected route, * - FIB route

Destination Di st/ Met Gat eway
K>* 0.0.0.0/0 via 192.168. 103. 35 , svil
C* 10. 10. 10. 0/ 24 is directly connected, ethO
C* 10.10.20.0/ 24 is directly connected, svil
C* 123.1.1.1/32 is directly connected, rf5.0
C>* 127.0.0.1/32 is directly connected, |00
S>* 192.103.168.0/ 24 [ 2/0] is black-hole , NullO, bh
via 10.123. 45. 33 inactive, bh
C* 192.168.103.0/ 24 is directly connected, svil
K>* 224.0.0.0/8 via 127.0.0.1 , o0

HacTpoum cTaTuueckunii maplupyT K IP-agpecy "12.11.12.12/24" yepe3 nHtepdeiic "eth0" ¢ yHuuToKeHnem Bcero Tpadmka 6e3 ysegomaeHus oTnpasuTens.

ARDA(config)# route 12.11.12.12/24 ethO bl ackhol e
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