Title

KomaHaa netstat

CopeprkaHne

® OnucaHue
® NapameTpbl
® Mpumepsl

OnucaHue

KomaHga "netstat” no3BonseT ocyLecTBAATL MOHUTOPUHT CETEBbIX NOAKNOYEHWUI, NPOCMATPUBATL TabAULLbI MapLLPYTU3aLMK, BbIBOAWUTb CTaTUCTUKY NO
nHTEpdeiicam, a TakKe NMPUHATBIX M OTNPABNEHHbIX CETEBbIX MAKETOB MO NMPOTOKO/IAM.

CuHTaKcuc:

net -r print routing table

net -i [clear] print interface table

net -s print IP statistics

net -s{rut} print protocol statistics (raw, udp,tcp)

MapameTpbl

NapameTp OnwucaHne
-r MoKa3bIBAaET COAEPKUMOE CUCTEMHbIX TaBNUL, MapLIPYTU3ALMN.
dnarn mapLipyToB MOryT UMETb CneayloLue 3HaYeHna:

"U" - MapLipyT aKTUBEH.

"H" - mapLupyT BeZeT K ceTeBOMY y31y. Ecnu 3TOT dnar He yCTaHOBNEH, TO MapLUPYT YKa3blBaeT Ha CeTb.

"D" - mapwpyT 6blN CO34aH NOCPEACTBOM NMPOTOKO/IA NepeHanpasneHus (icmp redirect).

"M" - mappyT 6611 MOAMPULMPOBAH NOCPEACTBOM NPOTOKONA NepeHanpasneHus (icmp redirect).

"G" - MapLpyT NoAKAOYEH K WAto3y. Ecv 3TOT dnar He yCTaHOB/IEH, CYMTAETCSA, UYTO MYHKT Ha3HauYeHUA NOAKNOUYEH HENOCPEACTBEHHO.
"S" - CTaTUYECKMIM MapLLpPYT, yCTaHOB/IEHHbIM ONepaTopom KomaHgo "route add".

"1" - nceBAOCTaTUYECKMIA MaPLLPYT, YCTAHOB/IEHHBIW B pe3y/ibTaTe AeWCcTBUA KoMaHabl "rip static".

"[" - MapLUpyT yKa3biBAaeT HAa HENOCPEACTBEHHO NOAKIIOYEHHbIN CeTeBOM y3en (4nA AaHHOTro MapLupyTa BO3MOXKHO BbINOJHEHWE 3anpoca
ARP).

® "C'-npuW MCNoAb30BaHUM AAHHOTO MapLIPyTa BO3MOXHO co3aaHue 6oniee cneumduyeckmx mapLipyTos (Hanpumep ¢ pnarom L).

-i [clear] OTobpaskaeT MHPOPMaLMIO O KaKAOM CETeBOM UHTepdeiice.
MapameTp "clear" no3sonseT cGPOCUTL CTATUCTUKY BXOAALLMX/UCXOAALLMI NAKETOB U OLIMBOK.
-s{rut} BbiBOAUT cTaTMCTMKY NO nakeTam IP n ICMP.

® "/ npu gobaBieHnn gaHHOro napameTpa oTobpa)kaeTcs CTaTUCTMKA MO NakeTam NpoTokona RAW.
® "y" - oTobparkaercsa cTaTUCTMKa no npoTtokony UDP.
® "t"- oTobparkaercs CTaTUCTMKa no npoTtokoay TCP.

Mpumepsl



Title

BbiBeaem coaepumoe Tabauw, mapipyTMsaumm npyu nomowm napamerpa "-r'.

Routing tables

Destinati on Gat enway Fl ags Ref s Use Interface
def aul t 192. 168. 103. 1 UGs 1 47 svil
10. 10. 10. 0/ 24 I'i nk#2 uc 0 0 ethoO
127.0.0.1 127.0.0.1 UH 2 26 100
192.168.103.0/24  |ink#6 uc 0 0 svil
192.168. 103.1 6¢c: 3b:e5:51:e3:8d UHL 1 0 svil
192. 168. 103. 20 bc: ee: 7b: 8d: 32: 65 UHL 0 1743 svil
192. 168. 103. 243 08: 00: 27: 54: 47: bf  UHL 1 17257 svil
224.0.0.0/8 127.0.0.1 UGS 0 0 100

C6poCKM CTaTUCTMKY NO NaKeTam M NPOCMOTPUM MHOOPMALLMIO O ceTeBbIX MHTepdelicax Ucnob3ya KomaHay "netstat -i [clear]".

Nanme Net wor k Addr ess I pkts lerrs Opkts Cerrs
1 00 Li nk: 0 0 0 0
1 00 127.0.0.1/32 127.0.0.1

et hO Li nk: 00043503f 7dd 0 0 0 0
et hO 10. 10. 10. 0/ 24 10. 10. 10. 14

ethl Li nk: 00043513f 7dd 0 0 0 0
ethl none none

rf5.0 Li nk: 00043523f 7dd 0 0 0 0
rf5.0 none none

nul | 0* Li nk: 0 0 0 0
svil Li nk: 02043503f 7dd 0 0 0 0

svil 192. 168. 103. 0/ 24 192.168. 103. 37
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n_n

YKasaHuem napametpa "-s OT06pa3MM CTAaTUCTUKY NO NaKeTaM.

IP statistic:

i ps_total 8584161 (total packets received)

i ps_badsum 0 (checksum bad)

i ps_tooshort 0 (packet too short)

i ps_t oosmal | 0 (not enough data)

i ps_badhl en 0 (ip header length < data size)

i ps_badl en 0 (ip length < ip header |ength)

i ps_fragments 0 (fragnments received)

i ps_fragdropped 0 (frags dropped (dups,ipstat. out of space))
i ps_fragti meout 0 (fragnents timed out)

ips_forward 0 (packets forwarded)

i ps_cant forward 2496172 (packets rcvd for unreachabl e dest)
i ps_redirectsent 0 (packets forwarded on sane net)

i ps_noproto 0 (unknown or unsupported protocol)

i ps_delivered 6087989 (datagrans delivered to upper |evel
i ps_Il ocal out 335787 (total ip packets generated here)

i ps_odr opped 0 (lost packets due to nobufs,ipstat. etc.)
i ps_reassenbl ed 0 (total packets reassenbl ed ok)

i ps_fragnent ed 0 (datagrans sucessfully fragnented)
i ps_of ragnent s 0 (output fragnments created)

i ps_cantfrag 0 (don't fragnment flag was set,ipstat. etc.)
i ps_badopti ons 0 (error in option processing)

i ps_noroute 0 (packets discarded due to no route)
i ps_badvers 0 (ip version != 4)

i ps_r awout 17401 (total raw i p packets generated)

i ps_badfrags 0 (rmal formed fragnents (bad | ength))
i ps_rcvmendr op 0 (frags dropped for |ack of nenory)
i ps_t ool ong 0 (ip length > max ip packet size)
ICWP Staticstic:

icps_error O ( # of calls to icnp_error )

i cps_ol dshort 0 ( no error 'cuz old ip too short )
icps_oldicnp 0 ( no error 'cuz old was icnp )

i cps_badcode 0 ( icnp_code out of range )

i cps_tooshort 0 ( packet < | CVP_M NLEN )

i cps_checksum 0 ( bad checksum)

i cps_badl en 0 ( calcul ated bound mi smatch )
icps_reflect 0 ( nunber of responses )

i cps_bntast echo 0 ( rejected broadcast icnps )

[ins BbIBOAA CTAaTUCTUKM MO NakeTam npoTtokona UDP npumeHnm KomaHay "netstat -su'.

UDP statistic:

udps_i packets 5878277
udps_opacket s 11019
udps_hdr ops 0
udps_badsum 0
udps_badl en 0
udps_noport 0
udps_ful | sock 0
udps_pcbhashm ss 17511

0.0.0.0: 0 snnp
0.0.0.0:161 snnmp
0. 0.

0.0: 22534 trap
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