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KomaHaa ipfw (IP Firewall)

@ YcnewHo caaiite 6ecnnatHblii cepTUdUKaLMOHHbIN 9K3ameH B Akagemun "MHGUHET" 1 monyuuTe cTaTyc cepTMGpULMPOBAHHOIO UHXeHepa MHUHET.

MpoiTn cepTUdUKALMOHHbIN 3K3ameH

CopeprkaHne

® OnucaHue
® NapameTpbl
® Mpumepsl

OnucaHue

IP Firewall — mexaHV3m GpuabTpaLMmM NPoXoaaLmnxX Yepes y3en IP-ceTv NakeToB B COOTBETCTBUU C PA3INYHBIMU KPUTEPUAMU. ALMUHUCTPATOP CETU MOXKET
onpeaennTb Habop BXOAHbLIX U BbIXOAHbIX GUALTPOB. BXxogHble GUALTPLI ONPEAEenstoT, Kakne NakeTbl MOTyT BbiTb MPUHATHI Y3/10M, BbIXOAHbIE — KaK1e MaKeTbl
MoryT 6bITb NepeHanpaBeHbl Y310M B NpoLecce maplupyTusaumu. Kaxablii GunbTp onvcbiBaeT KNAcC NaKeToB U ONpeAensaeT, KaK 3TU NaKeTbl AOMXKHbI 6biTb
06paboTaHbl (OTKNOHWUTL U 3apPerucTPUPOBaTh, NPUHATb, NPUHATbL U 3aPErUCTPUPOBATD).

MakeTbl MOryT 6bITb OTGUABTPOBAHbBI Ha OCHOBE CAEAYIOLMX KPUTEPUEB:

MpoTokon (IP, TCP, UDP, ICMP, ARP).

IP-agpec otnpasuTens u/wam IP-agpec nonydyatens (M Homepa nopTos ansa TCP u UDP).
BxogHol ceTeBoi uHTepdeiic.

fiBnsertca v nakert 3anpocom TCP/IP-coeanHeHus (nakeT noitaetca 3anyctutb TCP/IP-ceccuio).
fBnAeTcA M NakeT NepBbIM UK NocneayoWwmnm dparmeHTom GbparmeHTMPOBAHHOIO NakeTa.
MmeeT nn naket onpeaeneHHble IP-onumu.

MAC-agpec nosiy4aTens uauv oTnpasuTens.

CuHTakcuc:

list

show | reset

rearrange [ STEP]

flush

quiet | -quiet

del RULE_NUMBER

dunp RULE_NUMBER

mv RULE_A RULE_B

add[out] [NUM [IFNAME] [chN] rules...

rules: [{setpri|addpri}=[N]] accept|reject|rpfilter|pass [|og]
[vl an={ N any| $ACL}] [dot1p=N] [swg=N] [ether={X| any}] [dscp=Ntos=N [prf]
-f "pcap filter expression”

|
PROTO from [not] ADDR [ PORTs] to [not] ADDR [ PORTSs]

PROTO [all] | tcp | udp | icnmp | arp | proto NUMBER
ADDR: I P | $LOCAL | $ROUTE | $ACL | mmC X:X:X:X:X:X }
PORTS: NUM : NUM [ NUM

MapameTpbl
NapameTtp OnucaHue
list BblBOAUT TeKyLWMi1 Habopa GpuNbLTPOB.

show | reset Bb1BOA/CcHPOC CTATUCTMKM CO3AaHHbBIX GUNLTPOB.
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rearrange
[STEP]

flush

quiet [ -quiet
del
RULE_NUMBER

dump
RULE_NUMBER

mov RULE_A
RULE_B

add[out]
[NUM]
[IFNAME]
[chN] rules...

rules:

[{setpri|addpri}

=[NI]

accept[reject|r

pfilter | pass
[log]

[vlan=
{N]any[SACLY
[dot1p=N]
[swg=N]
[ether=
{X|any}]
[dscp=N[tos=N
1prf]

-f "pcap filter
expression"

MNepeHymepauma Bcex GpunbTPos ¢ warom "STEP™ (o ymonyaHumio 5).

Bce onpeaeneHHble B AaHHbI MOMEHT GUALTPbI yaanaoTcA. MexaHu3m GpuabTpaLmm OTKAIOYaeTCA.

OTKAIOYEHME PErUCTPALIMM OTEPOLIEHHbIX MAKETOB. 10 YMOYaHMIO PErucTpaLms BKAOYEHA, 418 OTKAOYEHMA €€ cneayeT BbiNoAHUTL
KomaHay "ipfw quiet".

YpaneHue ykazaHHoro ¢unbTpa 13 cnucka. Nopaakosblii Homep GUABTPa MOKHO NOCMOTPETb KoMmaHgow "ipfw list".

OTOob6parkaeT CKOMMNUAMPOBAHHbIN NceBao-Koa puUnbTpa, 3a4aHHbIN B popmaTe PCAP. M03B0/AET BU3YasIbHO OLLEHWUTb CIOXKHOCTb
/ONTUManbHOCTb, MMB0 KOPPEKTHOCTb MNOAYYEHHOTO GUIbTPA.

MNepemewsaet dunbtp c Homepom "A" B nosuumio "B".

McnonbaytoTea ana nobasneHus punbtpa B Habop ana 06paboTKM BXOAALLMX NAKeTOB, Npu AobasneHumn Yactu "out" dunbTp 3aTpoHeT
06paboTKy MCXOOALMX C YCTPOWUCTBA NAKETOB.

"NUM" — yKa3aHue NopsAKOBOro Homepa NpaBuna B Cnucke (Heobs3aTenbHbIl NapameTp).
"IFNAME" — ums ceTeBoro uHTepodeiica, Yepes KOTOPbI NaKeT NONagaeT B CUCTEMY (LOMNOAHUTE/IbHBIN NapameTp).
"chN" —aprymeHT, Npun COBMNaZeHUN C KOTOPbIM NaKeTy ByAeT HasHauyeH KaHan obcayxunsaHusa N, cosgaHHbIi Komagon “gm chN”.

"setpri=[N]" —Ha3HaYeHMe NaKkeTy HOBOrO NPUOPUTETA HE3ABUCMMO OT TOTO, KAKOW NMPUOPUTET OH UMEN A0 3TOTO.
® "addpri=[N]" —noBblWweHNe NpUopMTETa NaKeTa 40 YKa3aHHOW BENIMUMHDI, €C/IM OH UMen 6onee HU3KKIA nprmoputeT. C NOMOLLbIO
napameTpa "addpri" NPUOPUTET MOMKHO TO/IbKO NOBbICUTb.
"accept" —nakeT ob6pabaTbiBaeTCA CUCTEMOW, UTHOPUPYA Apyrue npasuna IP Firewall.
"reject" —nakeT otT6pacbiBaeTcs.
"rpfilter" —no3BonAeT ybeamnTbea, YTO OTNPABUTENb NaKeTa AEACTBUTENIBHO AOCTYNEH Yepes TOT CeTEBOM MHTepPOEIC, Yepes KOTOPbIN

nakeT OT Hero NoCTynuA B cucTemy. ECiM LOCTYNHOCTb OTNpaBuUTeNnsa NoaTeepxaaeTca, To 06paboTka nakeTa mogynem "ipfw" npogonika

€TCA, MHa4ve NaKeT YHUYTOXKaeTcA. ,ﬂ,aHHbe;I ¢Mllep MOXHO ,EI,O6aBIlFITb B CMUCOK Npasua NepBbIM.

"pass" —no3sonAeT "nponycTuTb" NPaBuO, BbINOAHMUB CBA3AHHbIE C HUM AENCTBUSA, M MPOLOIKUTL NPOCMOTP APYTUX MPABUA NO CNMCKY.

"log" — BKNKOUYEHMeE 3anucK JeicTBuii GUAbTPa B CUCTEMHBIN XKypHan (HeobA3aTeNbHbIM NapameTp).
® "ylan=" —knaccuduraTop, no3sonsowmin aHaamsmposatb VLAN ID ( (gonyctumble 3HaueHms 0-4095):
® "N" —dunbTp 6yaeT NponyckaTb TErMPOBaHHbIE NaKeTbl C yKazaHHON MeTKoi N.
® "any" — dunbTp ByaeT NPonycKaTb BCE TErMPOBaHHbIE NAKeTbl C 06bIM 3HadeHnem VLAN ID.
® "SACL" — punbTp ByaeT nponyckaTb TErMpoBaHHbIe NakeTbl ¢ MeTkamu VLAN, yKasaHHbIMU B BUAe crmcka "SACL" (onucaHue
cnuckos ACL cm. B pasgene «CrnnMcku KOHTPOA focTyna (KomaHaa «acl»)).
"dot1p=N" — KnaccudumKaTop, NO3BONAIOWMI aHanM3npoBaTb npuoputet 802.1p (LonycTumble 3Ha4yeHus 0-7).
® "swg=N" —KnaccudumkaTop, NO3BONAIOWMIA aHANM3UPOBATL HOMEP TPYMMbl KOMMYTALMK.
"ether={X[any}" —knaccudvmkaTtop, N03BONAIOWMI aHANU3MPOBATL TN NaKeTa. Mpu BbiIGope onuuu "any" dunstp Gyaet
nponycKaTb NakeTbl 0ObIX TUMOB.
"dscp=N" — knaccuduKaTop, NO3BONAOWMIA aHANM3UPOBATb Hanu4une meTkn DSCP (gonycTumble 3HaYeHna 0-63).
"tos=N" —KknaccuodukaTop, NO3BONAOWMIA aHANN3MPOBATL Hannume meTku TOS.
"prf' —BKkAtovaeT dpunbTpaumio Tpaduka, bopmmpyemoro nHtepdelicamu PRF.
"-f "pcap filter expression" —no3sonseT ncnonb3osaTb GUALTPLI pcap.
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PROTO from
[not] ADDR
[PORTs] to
[not] ADDR
[PORTs]

PROTO: [all] |
tcp [ udp |
icmp [ arp |
proto NUMBER

ADDR: IP |
SLOCAL |
SROUTE |
SACL [ mac x:x:
XXX }

PORTS: NUM([:
NUM] [NUM]

KnaccuduKaTopbl yTOUHAIOT OnpeaeneHHoe HanpasaeHue nepesayn ot u/wam K ID:

"from" —yka3atens |P-agpeca oTnpasuTens.

"to" —ykasatens |IP-agpeca nonyyartens.

"not" —oTpuuaTeNbHaA NPUCTABKA, MOXKET UCMONb30BATLCA NOC/E KAtoyeBbix cnoB "from" u "to", npu aTom eé peiicteme byaer
PacnpoCTPaHATLCA TONBKO Ha COOTBETCTBYIOLWMIA agpec(a), HO He Ha MOPTbI, €CIN OHU UCMONB3YIOTCA B KOMaHAE.

"ADDR" —agpec oTnpasuTensa unum nonydarens (endpoint). CUHTaKCKUC 3TOro NOAA 3aBUCUT OT 3HaYeHuA nona "proto”. Ecnam "proto” ykasa
H Kak "all" wnun "icmp", 10 "ADDR" copepuT agpecHyto uHdbopmaumto. Ecnum "proto" 3apaH Kak "udp” unm "tcp”, 1o "ADDR" coaepKut
appecHyto HpopmaLmio U HeobAsaTeIbHbIN CNMCOK NOpTOB. AapecHan nHGopmaLma 3a4aéTcA Kak IP-agpec M HeobAzaTenbHaA Macka.
IP-agpec foKeH 3a4aBaTbCA B TPAAULIMOHHOM YMCI0BOM popmarte (nn.nn.nn.nn). HeobasaTesbHaA Macka MOXeT bbiTb 334aHa Kak
AJIMHOW Macku B BUTaX, Tak M UMCNOBLIM 3HaYeHUem B dopmate (nnn.nnn.nnn.nnn).

Bo3amokHble dopmarTbl :

nn. nn. nn. nn
nn. NN. NN. NN2 XXX, XXX. XXX, XXX
nn. nn. nn. nn/ NN

3anucb "0/0" onucbiBaeT Bce BO3MOXHble IP-aapeca.

KnaccudukaTopbl orpaHn4MBaloT No NPU3HaKy COOTBETCTBUA onpeaeieHHOMY NPOTOKONY. BoamoHble npoTokonbl: TCP, UDP, ICMP, ARP,
N1bo YMcnoBoe 3HaUeHe Homepa npoTokona. ARP-nakeTbl ByayT Bcerga nponyckatbea Ans Tex IP-agpecos u AnanasoHos IP-agpecos,
KOTOpble YKa3aHbl B paspeluatolux (accept) dpunbTpax, garke ecnv st GuAbTPbI CO34aHbl A8 APYTUX TUNOB NaKeToB.

Ecnv HeobxoaMmo cocTaBuTb GUABTP, KOTOPbI NPUMEHAETCA K HECKONIbKMM CETEBbIM aipecam UK rpynnam, To BMecTo NoBTOPeHUs
OAHOTUNHBIX NPaBuA yaobHee n apdeKTnBHEE CrpynnmpoBaTh Bce Gurypupytowme agpeca B COOTBETCTBYIOLLMIA CMUCOK AOCTYNA U yKa3aTb
UMA cnncka B KauecTse IP-agpeca (SACLRULE). CyuiecTsyeT HECKONbKO NpeAonpeaeEHHbIX AMHAMUYECKMX CIUCKOB:

® "SLOCAL" —cnu1CcoK, BKAKOYalOLWMii B cebs BCe IOKabHbIe agpeca, NpUHaaexalumue AaHHOMY MapLipyTM3aTopy. Ero MoxHO

MCMNOoNb30BaTh AN YA0BHOM 3anucy GUALTPOB, OrpaHUUYMBAIOLLMX/PA3PeLLAIOLLMX LOCTYN K CAMOMY YCTPOMICTBY.

"SROUTE" — cNnCOK, coaepsKalmil TEKYLLYIO CUCTEMHYIO TabnLy MapLIpyToB, 3a UcKatoueHnem "default route". CosnageHue aapeca ¢
3TUM CMIMCKOM O3HAYaeT, YTo A/A AAHHOTO aAPeca CyLEeCcTBYeT TOYHbIN MapLIpPYT U He ByAET UCMNO/b30BaH MapLLPYT N0 YMONYAHMIO.

"SACL" — cnucok IP-agpecos unm cetel, Ha KOTopble ByAeT pacnpoCTPaHATLCA 3TO NPaBUAO.

"mac x:x:x:x:x:x" — pna uHtepdeiicos, umetowmx pusnyeckme MAC-agpeca B ctaHgapte Ethernet, gonyckaetca ucnonb3oatb
HenocpeAcTBeHHO LdppoBoe 3HavyeHne MAC-aapeca ¢ NpeLIecTBYIOWMM Kato4eBbiM c1oBOM "mac”. Mpu 3TomM Ana BXOAALLMX
$UNbTPOB MOXKHO yKa3aTb ToNbko MAC-agpec oTnpaBuTens, a /1A UCXOAALLMX TO/IbKO agpec noayyatens. Kpome Toro, BMecTo
YMCNOBOTO 3HAYEHWMS, MOXKHO YKa3bIBaTb KNloueBoe cNoBo "SBS". B 3Tom cyyae B KayecTse YMCN0BOrO 3Ha4YeHUs ByaeT UCrnoNb30BaTbCA
peanbHblii MAC-agpec cekTopa 6a30BoVi CTaHLMK, K KOTOPOI NoAKAOUEH aBOHEHTCKMIA TEpMUHAA (NPU Hannuuum).

BHUMAHUE

CnesyeTt MMeTb BBMAY, YTO NpaBuna, ucnosbsyowme MAC-agpeca s BXogAWMX nakeTos 6yayT 06paboTaHbl paHblue Bcex
OCTa/bHbIX NPaBWJI, a NPaBWIA A4J/19 UCXOAALLMX MAKETOB, HaNpoTuUB, ByayT 06paboTaHbl B Camyto NOCAEAHIO OYepesp.

Mcnonb3yetcsa ana dunbTpaumm Tpadumka no Homepam NopToB. MOXKHO UCNONb30BaTb CUCOK NOPTOB AJ1A YKa3aHWA CPasy HECKObKUX NOPTOB
B OZHOM KOomaHze. MepBblii 31eMeHT CUcKa NOPTOB MOXET 3a/aBaTh AWaANa3oH HOMEPOB OT MEHbLUEro K 60blieMy, pasaenéHHbIi
[BOETOUMEM.

PaclwmpuThb AeicTBue GUABTPOB MOXKHO NPU MOMOLLM PCap-BbIParKeHU.

MNpaBuna puAbTPaLMK NaKeToB

Kakaplii NakeT, NpUXoAALLMIA Ha MapLIpyTU3aTop, MPOXOAMT Yepe3 Habop BXOAHbIX (610Kupytowmx) duabTpos. MakeTbl, NPUHUMaeMble HABOPOM BXOAHbIX

dunbTpoB, obpabatbiBatoTcs IP-ypoBHEM Aapa MaplupyTu3aTopa. Ecav IP-ypoBeHb onpeaenser, Yto nakeT He OTHOCUTCA K AaHHOMY Y37y U JOIKEH NPONATU

Aanblue, NakeT OTNPaBAAETCA Ha BbIXOAHbIE (MapLLpyTU3MpYIoLLMe) GUNLTPDI.

MHbopmauus o naketax, oTbpacbiBaeMbix 106bIM GUALTPOM, OTOBpaKaeTcs Ha TepMUHae onepaTopa, a CaMu NakeTbl oT6pacbiBaoTcs 6e3 yBefjoMAeHUsA

oTnpasuTena.

MakeTbl, NpoxoAsiume Yepes Habop GpUALTPOB, NPOBEPAIOTCA KaXKAbIM GUABTPOM OT NEPBOro A0 NOCNEAHETO, UK A0 TEX NOp, MOKa He A0MAYT A0 NepBoro

noaxoaawero ¢punbTpa. ANropuTm CresyoLLmnii:
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1. Ecnv ouabTpbl He 3a4aHbl, NakeT NPUHUMAETCA.

2. Ecnv dunbTpbl 3a4aHbl, Nepsblii NOAX0AAWMK GUAbTP pelwmnT cyabby nakerta. Ecav ¢uabTp paspelsatowmii, NakeT NPUHUMAETCA, eC/W 3anpeLatowmin —
naker otépacbiBaercs.

3. ECAM HU OAMH 13 GUALTPOB HE NOAXOAMUT NaKeTy, NakeT NPUHUMAaEeTCA.

Mpumepbl
YcTaHOBMM OUNBTP, 3aMpeLLatoLmMii NPoXoXAeHne Bcex NnakeTos ¢ IP-agpeca "1.1.1.1" Ha agpec "2.2.2.2".

ipfwadd reject all from1.1.1.1to 2.2.2.2

YcTaHoBMM GUNLTP, 3anpeLuatoLmii NPOXoXKAeHWe NakeTos u3 cetn "1.1.1.0/24" wa IP-agpec "2.2.2.2".

ipfwadd reject all from1.1.1.0/24 to 2.2.2.2

Jinbo.

ipfwadd reject all from1.1.1.1:255.255.255.0 to 2.2.2.2

YctaHoBMM GUALTP, NOAHOCTbLIO BAOKUPYIOLWLMIA Bce NakeTbl M3 ceTn "1.1.1.0" knacca C, nocnaHHble Ha Ntoboii agpec (ecan oHn ByayT NPOXOAUTL Yepes AaHHbIN
MapLupyTHU3aTop).

ipfwadd reject all from1.1.1.0/24 to 0/0

YcTaHoBMM dUNbLTP, No3BoAAIOWMIA Bcem nakeTam TCP obpaluaTtbca K cepsucy smtp (NoUTOBbI areHT) Ha ycTpoiicTse ¢ IP-agpecom "192.5.42.1". Cepsuc "smtp"
onpeaensaeTca HoMepom nopta 25.

i pfw add accept tcp fromO0/0 to 192.5.42.1 25

YcTaHOBMM GUNBLTP, KOTOPbIN pa3pewmnT npoxoskaeHme TCP-nakeTos Ha IP-agpec "1.1.1.1", ecnv uenesoit NopT Npu 3TOM nonagaet B gnanasoH ot 900 ao 5000
wnu paseH 25 (smtp) nnm 113 (ident).

i pfw add accept tcp fromO0/0 to 1.1.1.1 900:5000 25 113

B npeaplaylwmx npumepax IP-agpec oTnpaBuTENs UCMONb30BANCA KaK rMaBHbIA U €4MHCTBEHHbIN KPUTEPUIA NPOBEPKU HAJENKHOCTU UCTOUYHMKA. K coXaneHuto,
€CTb BO3MOXHOCTb NOCbINATb NAaKeTbl C HEHAAEKHOTO IP-aapeca, NoACTaB/AA B Ka4ecTBe 06PATHOrO apeca TOT, KOTOPOMY Bbl loBepAETe (3TOT BUZ, aTakn
HasbliBaeTcsa IP-spoofing). Momumo nposepok IP-agpeca HEOHX0AMMO TaKKe NPOBEPUTb, KAKUM NYTEM LWEN NaKeT UK, 4To 6onee NPaAKTUYHO, Yepes KaKown
ceTeBoM UHTepdeiic oH Bbin NPUHAT.

Bce noaceTy BHYTPEHHEN ceTu, BKAoYana 1 IP-agpec BHyTpeHHero xocta "innerhost", npuHagnexkaT ogHow cetTn (av rpynne ceteit). NpeanonoXxmm, 4tTo Bo
BHELUHEN CeTU HeT HY OAHOTO XOCTa, MPUHAANENKALLETO AMANa3oHy, BbiAeNEHHOMY ANA BHYTpeHHel ceTu. CefoBaTesIbHO, Ntobble NaKeTbl, KOTOpble
npuvHUMatoTca yepes uHtepdeiic "rf5.0" maplupytnsaTopa, Ha KoTopom 3anyLieH Firewall, 1 umetoT IP-aapec oTnpaBuTeNns, NPUHAANENKALWMIA ANANa30HY

afpecos BHYTPEHHEN ceTu, AoMKHbI 610KMpoBaThes. Ceaytolas KOMaHAa NO3BOASET CAENATb 3TO, NPUYEM ITOT GULTP ByAET NPUMEHSATLCA TONbKO K
nakeTam, npuxoaAalwmm Yepes uHtepderic "rf5.0". MakeTobl, NOCTynatowme Yepes Ntoboii apyrov nHTepdeiic, 6aoknposaTbea He ByayT.

ipfwadd rf5.0 reject all frominnerhost/16 to 0/0

[lononHUTeNbHO MOXKHO 3a6/10KMPOBATL MPOXOXKAEHWE NAKeToB ¢ IP-agpecom oTnpasuTeNs U3 3aKo/bLOBaHHOM ceTu (loopback) "127.0.0.0".

ipfwadd rf5.0 reject all from127.0.0.0/8 to 0/0
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TCP/IP-KnneHTbl 06bI4HO MCNOb3YIOT NOPTbI B AnanasoHe ot 900 go 5000, a cepsepa 06bIYHO 06C/YKMBAKOT NOPTbl C HOMepamu Huke 900 nnum sbiwe 5000.
CnepoBatenbHo, cneaytowas napa GuUaAbTPOB NO3BOUT 3aNPETUTb N06bIM BHELLHUM KAneHTam paboTy ¢ Hawnmu cepBepamu (npegnonaraetcsa, yto "rf5.0" -
3T0 MHTepdelic, CoeaUHAOLLUI HAC C BHELLHEN CeTblo).

YcTaHoBWUM GUALTP, KOTOPbIN ByAEeT NPOonycKaTh BCe BXOAALLME U3BHE NaKeTbl, MOCbIIAaeMbIe Ha CEePBUCHI C MOPTamM B AnanasoHe ot 900 go 5000 (06bl4HO
MCNO/b3yeMble KIMEHTaMM), @ BTOPOM dunbTp ByaeT oT6packiBaTh BCE OCTa/IbHOE.

ipfw add rf5.0 accept tcp from0/0 to 0/0 900: 5000
ipfwadd rf5.0 reject tcp from0/0 to 0/0

B otanume ot npotokona TCP, KOTOPbIVi OPUEHTUPOBAH Ha YCTaHOBNEHWE coeMHeHni, UDP-NpoTOKOA UCMOb3YEeT OTAE/bHbIE NaKeTbl (AaTarpammbl). B sTom
NPOTOKO/E KaXKAbli NaKeT nepesaérca He3aBUCUMO OT 4PYIUX, U JIOTUYECKME CEAHCbI, KOTOPbIE MOTAK Bbl ycTaHaBAnBaTbea mexay UDP/IP-knneHTom n
CepBepom, CyLLLECTBYIOT TO/IbKO Ha YPOBHE NPUIONKEHUI U He BUAHBI Ha ypoBHe UDP. MocKo/bKy Bce NakeTbl HE3aBUCUMbI, MO 3aro/I0BKY NakeTa HEBO3MOXHO
onpeaennTb, NOCbIIAETCA NAKET OT cepBepa KANEHTY UM HaobopoT (PpaKTuyeckn, B npoTokone UDP, yuaCTHUKM AENCTBYIOT Kak PaBHOMPABHbIE NAPTHEPbI U
TEPMWHbI CEPBEP U KIMEHT ABHO He onpeAesieHbl). [03ToMy nyyllee, 4TO MOXKHO CAEeNaTh, 3TO Kak MOXHO 6osiee TOYHO onpesenuTb AnanasoH noptos UDP,
KOTOPbIV MOXKET UCNOAb30BATLCA ANA CBA3U C BHELUHUM MUPOM.

3abnokunpyem Becb Tpaduk UDP, npuxoaawmii Ha ceteBoi HTepdeiic "rf5.0", ycTaHOBUB Npu 3TOM GUALTP, paspeLlalowmii B3aMMOAENCTBME MEXKAY HALWLMM U
BHewHUmM DNS-cepBepamu (ansa obmeHa aaHHbIMK ¢ cepBepom DNS ncnosbyerca nopt 53).

i pfw add accept udp fromO0/0 53 to 0/0 53
ipfwadd rf5.0 reject udp from0/0 to 0/0
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