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KomaHaa snmpd (SNMP daemon)

CopeprkaHne

® OnucaHue
® NapameTpbl
® Mpumepsl

OnucaHue

Mogaynb noaaepku cetesoro npotokona SNMP sepcun 1, 2c m 3.

Noagaep:kka npotokona SNMP sBaseTCA BasKHOMN COCTaBAAIOLWEN 1106070 KOMMYHWKALMOHHOTO YCTPOMCTBA, NOCKO/IbKY NMO3BOAAET aAMUHUCTPATOPY CETH
MCNONb30BaTb EANHYIO CUCTEMY M MEXaHM3Mbl KOHTPONA BCEM CETU B LIEJIOM U KaXKAO0I €& KOMNOHEHTbI B OTAENBHOCTY.

Xota B Bepcuax SNMP v1 1 2c yaeneHo He,0CTaTOYHO BHUMaHMA Bonpocam 6e30nacHOCT Camoro NPOTOKO/Ia, YTO Ae/laeT BecbMa NpobiemaTuyHbIM ero
MCNo/Ib30BaHWe A1 YNPaBAEHUA CETbIO, OHU LUMPOKO UCMONB3YIOTCA A8 KOHTPONA U aHann3a GYHKLMOHMPOBAHUA CETU.

Moaynb SNMP TakKe nopaepskmsaet sepcua SNMP v3 ¢ mogenbto goctyna USM (User-based Security Model) ¢ ayteHTndukaumeinr MD5 1 o6ecneveHnem
KOHOWAEHLUMANBbHOCTU. JNA OpraH13aLMmn A0CTyNa CO3atoTCA NONb30BATENN C YKa3aHMEM UMEHM, NAPONAMU U MUHUMAIbHBIMW YPOBHAMM A0CTYyNa (C
ayTeHTUdMKaumel n obecnedyeHnem KoHGUAEHLMANbHOCTU UK 6e3 HUX).

YuactHukamu SNMP 2BASKOTCA areHT u meHeakep. Bsaumogenctare no NpoToKoAy NPOUCXOAUT HECUMMETPUYHO, areHT SNMP oTnpasnseT yBegomaexus (traps) n
oTBeYaeT Ha 3anpochbl, NocTynatwouwwe ot meHegkepa SNMP. MeHegkep SNMP cobupaeT gaHHble CO BCEX areHTOB CETH, NOAyYaeT yBeAOMIEHUS U OTNPaBAseT
areHTy 3anpocsbl. MHpopmaLma nepefaetca Yepes 3anpockl M OTBETbI C UCMO/Ib30BaHNEM MHPOPMALIMOHHO 6a3bl ynpasneHusa (MIB).

[aHHasa peanusauma nogaepxusaet MIB-II, a Takke yacTHble MIB.

CuHTaKcuc:

user NAME (add|set) [pass PASSWORD] [sec[urity] (noAuthNoPriv]authNoPriv|authPriv)]
[acc[ essRights] (readOnly|readWite)] [cla[ss] (guest|adm n)]
[privpass PRI VPASS]

user NAME del [ete]

comfunity] NAMVE

(nodebug| debug [prox] [trap] [stat] [mibs] [user] [cryp] [time] [flow])

(vildi sabl e] vienabl e) # SNMPvl and SNMPv2c di sabl e/ enabl e

(start|stop)

cl ear

MapameTpbl

NapameTp OnwucaHue

user NAME [obasnset/ycTaHaBNMBaET MMA MOJIb30BATENA.

(add/set)

[pass HasHauyaeT naponb nonb3osatena SNMP.

PASSWORD]

[privpass B faHHOM napameTpe yKasblBaeTca naposb "privacy"”, ecnn obecnedeHne KOHPUAEHLMANBHOCTU ABNAETCA TpebOBaHNEM BbIGPaHHOO YPOBHSA

PRIVPASS] 3aLMThI.

[sec[urity] (n = YcTtaHaBnuBaeT yposeHb 6e30nacHOCTU:

oAuthNoPriv
JauthNoPriv ®  "noAuthNoPriv"— cambiii HU3KMI ypoBeHb: cooblleHna SNMP nocbinatoTea 6e3 ayTeHTUdMKaLmM 1 Ge3 obecneyeHuns
JauthPriv)] KOHUAEHUMANBHOCTH, TpeByeTcA YyCTaHOBUTL TO/IbKO MMA NO/Ib30BaTeNIA.

.

"authNoPriv" - cpeaHuit ypoBeHb: coobuieHns SNMP nocbinatotea ¢ ayTeHTUdUKaumei, Ho 6e3 obecneyeHns KOHPUAEHLMANBHOCTH,
TpebyeTcs yCTaHOBUTL UMA MO/b30BaTENA U NAPOb.

® "authPriv" — camblii BbICOKMI1 ypoBeHb: coobieHns SNMP nocbinatotcs ¢ ayTeHTuduKaumein n obecnedyeHnem KOHGUAEHLMANbHOCTH,
TpebyeTca ycTaHOBUTb MMA NONb30BaTeNA, NAapob U Naponb "privacy".
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[acc
[essRights] (r
eadOnly|rea
dWrite)]

[cla[ss]
(guest[admi
n)]

user NAME
dellete]

comm{unity]
NAME

(vidisable|v
lenable)

(nodebug|de
bug [prox]
[trap] [stat]
[mibs] [user]
[pack] [time]
[flow])

(start/stop)

clear

Mpumepbl

MapameTp Ucnonb3yeTcs 418 NpeAocTaBNeHWs Npas 4OCTyNa K pecypcam:

® "readOnly" — TonbKO YTeHME.
® ‘"readWrite" — uTeHne/M3MeHEHME HEKOTOPbIX NEPEMEHHbIX, YCTAHOB/IEH MO YMO/IYAHUIO.

[aHHbli napameTp npesocTasnser AocTyn:

® "guest” —OrpaHUYEHHbI, YCTAHOB/IEH MO YMOYaHUIO.
® "admin" —NoNHbIN AOCTYN KO BCEM NepeMeHHbIM.

Ypanaet ykazaHHOe MMA No/b3oBaTenA.

M03B0O/IAET U3MEHUTL FPYNNOBOE MMA NPU Ucnonb3osaHnM SNMP Bepcun 1 1 2¢, no ymonyaHuto uma rpynnbl " public". AreHT SNMP moxKeT 6biTb
HaCTpPOeH TakMm 06pa3om, 4Tobbl OTBEYATb TO/IBKO Ha 3aNpocChl, MTPUXOAALLME OT MEHeAXKepa, FPYNMNOBOe MMA KOTOPOTo COOTBETCTBYET
3afaHHOMY. Takum 06pasom, Npexae Yem OTBETUTb Ha 3aNPOC MeHeAKepa, areHT NpoBepsAeT, 0THOCUTCA M TOT K rpynne SNMP ¢ npasamu
[0CTyna K 3anpoLeHHoli nHbopmaummn. OfHaKO AaHHas cucTema 6e30MacHOCTU HECOBEPLUEHHA, Tak Kak UMA rpynnbl nepefaércs ¢ naketom
AAHHBIX OTKPbITbIM TEKCTOM, Y4TO NO3BO/IAET BCEM YKENAOLWMM €ro y3HaTb U UCNO/b30BaTb.

BratouaeT/oTkAto4aeT nogaepky SNMPv1 n SNMPv2c. OTKAOYeHWE NOAAEPMKKM AAHHbIX BEPCUIA HEMHOTO ycKopsAeT 06paboTky
BxoaAwmx SNMP-3anpocos.

OTKAtOYAET/BK/IIOYAET 3aNUCh OTIAA0YHON MHPOPMaLMK moayns SNMP B cUCTEMHBIN ypHa. NMo3BoASAET BECTU 3aMUCU MO CIEAYIOWUM
napameTpam:

® "[prox]" —nepeHanpasneHne SNMP-3anpocos u3 IP-cetv B ceTb MINT u SNMP-oTBeToB B 06paTHyto cTopoHy (ycTporictea R5000 umeroT
BCTPOEHHYI0 GpyHKUM0 SNMP-npoKcu).

"[trap]" — nepecbiaKa U NepekoANpPOBKa yBeAOMNEHUH (traps) (noamHoXecTBo dpyHKLMoHana 'flow').

"[stat]" — HakonneHHan CTaTUCTUKA No BpemeHu 06paboTkm SNMP-3anpocos (Bpems oTBeTa Ha 3TOT 3aNpPOC, Ha Camblii LONTUIA 3aNpPOC U
cpefHee Bpems OTBETa).

"[mibs]" — HaxoxaeHne SNMP-3HayeHult B MIB-gepeBe yCTPOMCTBA M NOACTAHOBKA 3HAaYEHWI B OTBETHYIO AaTarpaMmmy.

"[user]" —ayTeHTUOMKALMA M NPUYMHBI OTCYTCTBUA OTBETOB Ha HeKoppeKTHble SNMP-3anpocsl B Bepcum npotokona SNMPv3.

"[time]" —3anucb TOYHOrO BpeMeHu npuema 1 oTnpaBku naketoB SNMP.

"[flow]" —3anucb npuema, NoATBEPKAEHUA M pa3bopa NpuHATbIX SNMIP-3anpocoB, COCTaBAEHWUA M OTNPABKM OTBETOB, NEPECHINKN U
nepeKkoAMpPOBaHWA yBeAOMAEHUI (KOrAa, 4To, OTKYAa NPULLAIO, NOYEMY PeLnIn He OTBEYaTb, KOMY M MOYEMy PeLunIv nepecaarb, YTo
oTBETUNN).

BkAtoyaeT/oTKAOUYAET MOAY /b NOAAEPKKM NpoTokona SNMP.

Yaanset koHourypaumo SNMP Ha ycTpoiicTse.

[na nonb3osatens c umeHem "john" HazHauyMm naponb "mypassword" n ycTaHOBUM CpeaHuiA ypoBeHb 6€30MacHOCTU € ayTeHTUdMKaumel, Ho 6e3 obecneyeHuns
KOHOUAEHLMANBHOCTK.

snnpd user john add pass nmypassword security authNoPriv



	Команда snmpd (SNMP daemon)

