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Maintenance menu

The "Maintenance" section allows you to perform service tasks for the device maintenance and to check the hardware and software version, reason for the last
reboot, system uptime, current configuration, license, diagnostic card, etc.

® Firmware

® SSL certificate installation

® Firmware update

® Mass firmware upgrade

® Upload

® Download

® Bottom section of the page

Firmware
Firmware
Firmware Version: HO9S01-MINTv1.90.46
Build Date: Aug 28 2020 08:22:49
Serial Number: 306190
Part Number: SkyMAM InfiMLXEG
Platform: Processor: Intel{R) Atom{TM) CPU C2358 @ 1.74GHz
Uptime: 00:10:52
Last Reboot Reason: unexpected restart
| Check Latest Release | | Check Latest Beta
Parameter Description

Firmware Version

Displays the current firmware version
The firmware string contains also the hardware platform type

Build Date
® Displays the firmware build date

Serial Number
® Displays the device serial number

Part Number
Displays the part number of the unit
It contains information about the unit type
Platform
® Displays the processor model
Uptime

® Displays the system up time since the last reboot
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Last Reboot Reason
® Displays the reason for the last reboot of the unit

® The options are:

® Software fault
Unexpected restart
Manual restart
Manual delayed restart
Firmware upgrade
SNMP managed restart
Test firmware loaded
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SSL certificate installation

1 NOTE
To configure a wireless device via Web GUI using secure protocol HTTPS, a SSL certificate must be installed as trusted into your web browser.
Otherwise, the automatic update function will not be available.
The following description shows an installation process for Google Chrome web browser. Configuration of other web browsers is described in the relevant product

user guide and is similar to following.

1. Download SSL certificate by clicking the "Install Certificate for upgrade firmware via SSL" link. Please note, this link is available if you connect to the Web
GUI via HTTPS only.
2. Open the "Chrome Settings" section and click on the "Manage certificates" button.

Allow sites to check if you have payment methods saved od

Manage certificates
Manage HTTPS/SSL certificates and settings

Content settings
Control what information websites can use and what content they can show you

Figure — Google Chrome Settings
3. Click the "Import..." button to launch Certificate Import Wizard.
4. Follow the wizard's instructions and choose the file to be imported. Click the "Browse..." button and choose the SSL certificate that you have downloaded
before. Click the "Next" button to proceed.

File to Import

Specify the file you want to import.

File name:

C:\UsersiuserfDownloads\InfinetUparade. ort | | Browse. ..

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (\P7B)
Microsoft Serialized Certificate Store ((55T)
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Figure — Certificate Import Wizard
5. In the next step it is necessary to select the repository where certificate will be placed. All new certificates are installed into the personal repository by
default, click on the "Browse..." button and select "Trusted Root Certification Authorities". Click the "Next" button to proceed.

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store

Certificate store:
‘ Trusted Root Certification Authorities | | Browse. ..

Figure — Certificates store selection
6. Final step is to check all the provided information. Click the "Finish" button if it's correct. The security warning will appear, click the "Yes" button to
confirm you really want to install the certificate.

You are about to install a certificate frem a certification authority (CA)
claiming to represent:

Infinet Wireless Firmware
Windows cannot validate that the certificate is actually from "Infinet
Wireless Firmware”, You should confirm its origin by contacting "Infinet

Wireless Firmware”, The following nurmber will assist you in this process:

Thumbprint (shal): D17AQCO0 309E7747 31FDACED DAS18AFC F4B4961E

Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk. If you click "Yes" you acknowledge this
risk.

Do you want to install this certificate?

Figure — Installation confirmation

Firmware update

The system checks automatically for the firmware updates on the Infinet Wireless repository and displays a warning message for 10s at each login to the Web
interface if a new software version is available:

1. NOTE

It is not mandatory for the unit to have access to the Internet for this feature to work. However, the PC that is used to initialize the upgrade procedure
must have access to Infinet Wireless website (both http and ftp).
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® |n case of new software version availability, after clicking the "Check Latest Release" button, the system provides the following options.

Firmware

Firmware Version: HO9501-MINTv1.90.46

Build Date: Aug 28 2020 08:22:49

Serial Mumber: 306190

Part Number: SkyMAN InfiMUXEG

Platform: Processor: Intel{R) Atom{TM) CPU C2358 (@ 1.74GHz
Uptime: 02:21.38

Last Reboot Reason: unexpected restart

| Check Latest Release | | Check Latest Beta I | Hide Update I

| Upgrade Firmware | [ Save New Firmware |

Mew version of the firmware is available 1.98.58

WANFleX MINT Polling firmware

Please report any bugs or issues to suppert@infinetwireless.com

For maximum efficiency please install TOMA firmware.
See more: http://shorturl.at/uEFHO

18.02.21 V1.90.50

MINT
1. Reduced CPU load and re-routing time in networks with mobile subscribers and complex topology.

SYSTEM
1. Fixed a bug in the LAG module that caused the device to restart in some configurations.

® By clicking the "Upgrade Firmware" button, the system starts the firmware upgrade process automatically. After the firmware upgrade process ends, you
have to reboot the unit before using the new software version.
By clicking the "Save New Firmware" button, you download the new firmware file locally on your PC.

® |f no new firmware version is available, the system provides a full change log for the latest firmware release after clicking the "Check Latest Release"
button. The process above is the same in case of beta firmware version. Click the "Check Latest Beta" button for it.

Mass firmware upgrade
Each device has the ability to mass firmware upgrade using OTA (Over the Air) function. The firmware can be distributed to:

® All devices within a single MINT domain. The firmware will be applied even to the not directly connected devices.
® Neighbor devices, directly connected to the current.

1 NOTE

Only one firmware version can be applied during one mass upgrade cycle. The uploaded firmware version will be applied only to those devices that are
built on the same platform. Thus if the upgraded network includes devices on different platforms, the mass upgrade cycle should be performed for
each platform.

In case the OTA function is enabled the uploaded firmware will not be applied to the device from which the upgrade is performed. It will be uploaded
only to the other network devices.

Mass upgrade cycle includes the following steps:

1. Download the required firmware version from the official FTP server (ftp://ftp.infinetwireless.com).
2. Choose the downloaded firmware file in the "Upload" section. Enable OTA function. Enable "Neighbors only" in case you want to upgrade only the
neighbor devices.


ftp://ftp.infinetwireless.com%29./
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Upload

License: | Select File |

Firmware: | Select File | OTA: deight |:|
Configuration: | Select File |

SSL Cerificate: | Select File |

3. Click the "Upload" button. The mass upgrade process will be started.

The mass upgrade progress can be seen in the System Log (Device Status section): the number of upgraded devices and progress. The remote devices will be
rebooted after upgrade completion. The connection failure duration is approximately 35-40 seconds per device.

Upload

The "Upload" section allows you to upload other license, firmware and configuration files to the unit. For each of the three options, click the "Choose File" button,
followed by the "Upload" button after the file has been picked up. After clicking the "Upload" button, the system performs three operations: uploading, saving and
validating the new file uploaded and indicates if each of the operation succeeded or failed. In case that the process succeeded, you have to reboot the unit in order
to apply the new changes.

Download

The "Download" section allows you to download locally, to the management PC, the current license, firmware and configuration files, by clicking the corresponding
buttons: "Download License", "Download Firmware" and "Download Configuration".

Bottom section of the page
The following buttons are available:

® "Reboot" - reboots the device. A warning message pops up asking for the permission before the operation to start. During the restart process, you are
redirected to the login page and the timeout period of 35 seconds counts down before the new login.

® "Restore Factory Settings" - restores the factory default configuration. A warning message pops up, asking for the permission before the operation to
start. During the reset to factory process, you are redirected to the login page and the timeout period of 30 seconds counts down before the new login.
"View Current License" - shows the current device license parameters in a new window.
"View Current Configuration" - shows the current device configuration in text format in a new window.
"Create Diagnostic Card" - Tech Support Reports Generator. By clicking this button, the system downloads to the local PC a text file that contains the
complete information (for the technical support specialists) set from the device such as: full device configuration listing, system log output, license
information, “mint map detail” command output, interfaces statistics, etc.
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